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CHAPTER 3
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BE 3 0]

=
N4,

IdentityServer SZE T PA R LT :

3.1 OpenlD Connect

¢ OpenID Connect Core 1.0 (spec)

* OpenlD Connect Discovery 1.0 (spec)

* OpenlD Connect RP-Initiated Logout 1.0 - draft 01 (spec)

¢ OpenlD Connect Session Management 1.0 - draft 30 (spec)
* OpenlD Connect Front-Channel Logout 1.0 - draft 04 (spec)

¢ OpenlD Connect Back-Channel Logout 1.0 - draft 06 (spec)

3.2 OAuth 2.0

OAuth 2.0 (RFC 6749)

¢ OAuth 2.0 Bearer Token Usage (RFC 6750)
* OAuth 2.0 Multiple Response Types (spec)

* OAuth 2.0 Form Post Response Mode (spec)

¢ OAuth 2.0 Token Revocation (RFC 7009)
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¢ OAuth 2.0 Token Introspection (RFC 7662)

* Proof Key for Code Exchange (RFC 7636)

¢ JSON Web Tokens for Client Authentication (RFC 7523)

¢ OAuth 2.0 Device Authorization Grant (RFC 8628)

¢ OAuth 2.0 Mutual TLS Client Authentication and Certificate-Bound Access Tokens (RFC 8705)

¢ JWT Secured Authorization Request (draft)
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cHAPTER 4
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IdentityServer 4% nuget f02H i .

4.1 IdentityServerd =G

github
4147 4% 0> IdentityServer X G457 . R45F1 b [a] {4 DA & EntityFramework F1 ASP.NET Identity £ i .
nugets:

¢ IdentityServer4

* IdentityServer4.EntityFramework

* IdentityServer4.AspNetldentity

4.2 REANITHRRPSRE

github
BRI UL, SRS, AR R U
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https://github.com/identityserver/IdentityServer4
https://www.nuget.org/packages/IdentityServer4/
https://www.nuget.org/packages/IdentityServer4.EntityFramework
https://www.nuget.org/packages/IdentityServer4.AspNetIdentity
https://github.com/IdentityServer/IdentityServer4.Quickstart.UI
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4.3 i) hESEEAL IR FF

nuget | github

T HUE AP 4 i) ASP.NET Core B {335 ilEAbFRAR Y o ACTRAR Y SRVFAEIR]— APL Hp [a] I SRy IWT F
ElLikSgi

4.4 1EiR

nuget | github

432 dotnet CLI AR .

4.5 FAEBAF

BEAh, FATHF CLME AT 2| FATREAF#ZE . KFLAR nuget . config BVINENEHIHH

<?xml version="1.0" encoding="utf-8"7?>
<configuration>
<packageSources>
<clear />
<add key="IdentityServer CI" value="https://www.myget.org/F/identity/api/
—v3/index.json" />
</packageSources>

</configuration>
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https://www.nuget.org/packages/IdentityServer4.AccessTokenValidation
https://github.com/IdentityServer/IdentityServer4.AccessTokenValidation
https://www.nuget.org/packages/IdentityServer4.Templates
https://github.com/IdentityServer/IdentityServer4.Templates

CHAPTER B

S HFHIE IR TR

FA1 IdentityServer S fit 22 Fh i B MR S5 FIE I

5.1 REZHF

ol SRR TAE GF U A 38R IR

StackOverflow

R B ) N IdentityServer S 4% StackOverflow Ff 18T, AISRINHE] SR UF, BT o0 R 5 ] F
SERTLAGE I AT AT B BT A 5 TdentityServerd AH SEF ) :
https://stackoverflow.com/questions/tagged/?tagnames=identityserver4 &sort=newest

Fe B U - “IdentityServerd” $R45

Gitter

BETAEFATTHY Gitter B K4 -5 HiAth IdentityServerd Ji IR :
https://gitter.im/IdentityServer/IdentityServer4

it Bug

AN
[ShY

WRBINE LI T bug sESMTH, 1L Github [FJTE AT EFTIF—A T (issue). FRATTS MR EISZ 4.

THHEERATEA B R AR, rTRERAC ok R el AE
FERATZ T, EFTRA Tk FE
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5.2 Lz

FATIEA L 28 Sy D5 I i ZR A AT ) . 48 M R IT %, H59 52 TdentityServer. i 5 FRATTHE A,
FHE T AL

s

FATE A S B AR ) B AR 7 45 R BT <% o 78 X B EF BOR AR 2R A 2 FF H 9. 3K
AT PATE ST 8 J0AL T AT 85 C R TRATT 3SR B3 351

AdminUI, WS-Federation, SAML2p fll FIDO2 3}

FATHIEVEIK A Rock Solid Knowledge 7 identityserver.com 4L T R MV B0 7= o

16 Chapter 5. TiFH01351855% IR


mailto:contact@identityserver.io
https://identityserver.io/training
mailto:contact@identityserver.io
https://www.identityserver.com/products

CHAPTER O

HTRS R

#n] DA B © =R R P i 2215, IdentityServerd . FeAI1E demo.identityserver.io g — RS2 . FEFE R
b, AT AR EAT S Ay e P DA S AT F APT (R
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AT X GTRRARFE I, (R ERAZEIE— L8 T B, SXARFRATH AT AZE A % b B A

7.1 S0MaT 5T ?

AR TR SO AT I — A IR (issue) FFITFURTE . SRFFATAT DA SE @75 LA S ] S B RE B s ke .
RGN S AT AU S HLIBORE K (pull request), 3§ AFRIATTAG,  FaEAT fie/ NG S RO -4 (R i X 2 B
BLGURITEn

FESCREE: WO LRI I
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7.2 —fRRIGF0IE ?

e B O P 2 EIFARTHE

7.3 Bugs FaThgEiFEkK ?

T AEAH N ) GitHub 76 128 i c s v -
e Core

¢ AccessTokenValidation

7.4 STEAREIANE

EHRESEFBTORE VT, ARG A RETTREAT AU N A . X2 — M EIMLERE, RHEEITIFRIRGE K
JE I -

7.5 TIMkINE

R BT IR TR H  (GIN SRR RO I X S AP YY), FRATRF AR RS RFE & IRBAT, PAERATATRA
TEFATHI SR A AT E -

FATEFAEIA X LT IAAL, AT LR T SR 0T

fwHENE

#3 2017 4F 10 7, IdentityServerd.* nuget fiy44 23 [0 CONFRA TR CLLRE « (I AT fiv 44 295 -
YourProjectName.IdentityServer4

)

IdentityServerd.Contrib.YourProjectName

20 Chapter 7. Tk


https://github.com/IdentityServer/IdentityServer4/issues
https://github.com/IdentityServer/IdentityServer4
https://github.com/IdentityServer/IdentityServer4.AccessTokenValidation

CHAPTER 8

PRI TR 2 R WA IdentityServer 37 54205 70 LU . AT IR RO EEREIT 0, ARG A e ——
W WU AT o

* 4 IdentityServer 7% /%] ASP.NET Core 1 Jf2 )%
* Ml IdentityServer

o NATNE RN KA

* PRI Web S A2 7l APT

o PR ET EntityFramework i 8 A 3 F5

o ¥¥nx} ASP.NET Identity (57

TAREAT A S HMRRTTR

FERTLAFE samples SCHEJE H R EIY .

8.1 EZTE

TR S — PF SR 2R IRATHI AR

dotnet new -i IdentityServer4.Templates

EATRE RS PR A

21
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M AR AL NuGet 5, 35 A 210U il-nuget-source 24§ —nuget-source https://api.nuget.org/v3/

index.json

OK ——iERAIFLRIE!

TR Pl AT41 % IdentityServer 4.x and ASP.NET Core 3.1.x
PR AT

A4 ASP.NET Core 2 fil ASP.NET Core 1
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CHAPTER 9

i FE PinfEER P API

PAF Identity Server 4 HLi A THEHL T 4P W, IdentityServer 77 21U AH o X 28 AEXF A SR 4R, Bl
AT RS N A . FRAT SR AT A

RERCEINE, HHF| IdentityServerd Pl A JHEA .

B P A 1] IdentityServer fR37* APL B SREEAI 5t FEAPUEATTH, BekFE L—4> APLFI—4
T ERE e 57 R 6 P ID MBI 5 03 IR 55 483 SR U5 0 i, AR5 BT % 2 R 3RAS Xt
APT [ AR -

9.1 RIS

S P X PO A T, AT RATE IdentityServerd 770 4R 2 B R PACHT . ASPREEATTHTH 2 P A
1) #1: & AR AR APL,

9.2 EETE

dotnet CLI [} IdentityServer BIAZ AT KA L. BB, iETT0TAH G 8 DI AT a4

dotnet new —-i IdentityServer4.Templates

EATRE AR R A
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9.3 i%= ASP.NET Core M HIEF

BN R AN H S8R 5l FR AT AR A A & AL AR IdentityServer % ) ASP.NET
Core N ARy, filln:

md quickstart
cd quickstart

md src

cd src

dotnet new isdempty -n IdentityServer

DR AR SO

i H SC4#1 Properties\launchSettings. json {4
FR R A R
IdentityServer %35 F1 % P i B B SC 4

SEBUAE T DA FH SR WA SCAR G e R A R A SO F o ARARARA Visual Studio 328, AR AT AR FERY
f PR T 53

* IdentityServer.csproj

e Program.cs fil Startup.cs

e Config.cs

cd ..

dotnet new sln —n Quickstart

FAEERMER dentityServer Wi H  (CAEXA 4, FWIRATHAE N QI#HALSH )

dotnet sln add .\src\IdentityServer\IdentityServer.csproj

TEfR: BB AT OR https, TE Kestrel Lizf7mb FKE S 5001 (7L ISExpress izfTiN i8N
ML I o A PAYE Properties\launchSettings. json XX{EFRHEHE . XTAFH 5, BNVIZIGEAE
H https.

9.4 5 M API Scope

APLJE RGP BRI BEIR . BEEUE SCRT DA 2 APy 50z, S T8 a5 H AR R 1 anfe 66 11
G RIBCE" J7ik.

C 4RI T Configes. FTIFE, BHUI AR BIXH:
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public static class Config
{
public static IEnumerable<ApiScope> ApiScopes =>
new List<ApiScope>
{
new ApiScope ("apil", "My API")
bi

(e XML E A SE R SCP).

Hfig: WRGRHAEA e, BN APLIRME— MR AR IR 2. TP AN BURF A i ad £ B
Ty MR 55 S e B ARG apie € RZ M RTERA AR 1) TF A N AU P A 3AY api

9.5 ENE i

T % P AR, AT B R U7 A8 APL
XFFRXAGOL, kA S B, 2 IdentityServer (BT % 7 i B SH AT B Bk
MR, BN

public static IEnumerable<Client> Clients =>
new List<Client>
{

new Client

{
ClientId = "client",
/) RERERA P, A clientid/secret # AT & % iF
AllowedGrantTypes = GrantTypes.ClientCredentials,
/7 RT &R Rk o F 4
ClientSecrets =
{
new Secret ("secret".Sha256())
I
V- - & AN
AllowedScopes = { "apil" }
}

bi
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AT PAKS Clientld #1 ClientSecret #4 B R F A By Y BRSRAZ A o 5] B0 IR S5 A pR R S B AR, DATE
ERE MRS B R IEAE A e E

9.6 ELE ldentityServer

TNEBTIRAN R P 1 SCAEAE Startup.cs H—— R EH N W07F B

public void ConfigureServices (IServiceCollection services)
{
var builder = services.AddIdentityServer()
.AddDeveloperSigningCredential () //
SENERTRAESTNERGITF LT % .
.AddInMemoryApiScopes (Config.ApiScopes)
.AddInMemoryClients (Config.Clients);

/O ER NG R

MEXHE—AENZEETEN SRS . WREBITIRSHIFHFNIE LR FME https://
localhost:5001/.well-known/openid-configuration , BNV iZSFH R FFEH A TR . KT
PR B IRSas P AObR SR s . AR P Al APT R A & B SCRY R T 3 B A e B .
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@ httpsi//localhostS001/well-know X 4

“— &) &8 localhost:5001/well-known/openid-configuration
Bockmarks
{
"issuer”: "https://localhost:5881",
"jwks_uri”: "https://localhost:5891/.well-known/openid-configuration/jwks™,
"authorization_endpoint”: "https://localhost:5881/connect/authorize”,
"token_endpoint™: "https://localhost:5881/connect/token”,

"userinfo_endpoint’
"end_session_endpoint”
"check_session_iframe”:
"revocation_endpoint”: ocalhost:5881/connect/revecation”,
"introspection_endpoint”: "https://localhost:5881/connect/introspect”,

"device_authorization_endpoint™
"frontchannel logout_supported™: true,
"frontchannel logout_session_supported”: true,
"backchannel_logout_supported”: true,
"backchannel_logout_session_supported”: true,
"scopes_supported”: [
"apil®,
"offline access”
1,
"claims_supported™: [],
"grant_types_supported”: [
"authorization_code”,
"client_credentials™®,
"refresh_
"implicit",
"urn:ietf:params:oauth: grant-type:device_code”

L
"response_types_supported”: [
“code”,

"token",
"id_token",
"id_token token",

1

"response_modes_supported”: [
"form_post",
"query”,
"fragment"

1

"token_endpoint_auth_methods_supported”: [
"client_secret_basic"
"client_secret_post™

3

1,

"id_token_signing alg values_supported": [
"RS256"

1

"subject types_supported”: [
"public”

1

"code_challenge_methods_supported™: [
"plain”,
n5256"

1

"request_parameter_supported™: true

https://localhost:58@1/connect/deviceauthorization®,

AE55— BN, TdentityServer £ W RO —FF & H R4, LRGN tempkey . Juk K9ICHE . 1
RUHGSH AT, WS R, SRRl

9.6. BLE ldentityServer
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9.7 7 API

Tk, FERIARPTTSUN AP

#A] DA Visual Studio J1) ASP.NET Core Web API A&y, B8] DA{#i f].NET CLI 3E6)7 API HiH , g3

IAEBLAR BB AREE . M s SCPFJe g fr A R a4

dotnet new webapi -n Api

IR ALIBAT DA iy - HN 0 2 AT 5 e

cd ..
dotnet sln add .\src\Api\Api.csproj

¥ API )% I FEFEHC & A {UAE https://localhost: 6001 [iE4T. %A DA 4% Properties SC{F3Hfi

launchSettings. json 3L 5E ERAE . FF0 HFEF URL 158 BCh:

"applicationUrl": "https://localhost:6001"

9.7.1 {28

WIi—/~4% -~ IdentityController HyfiZ:

[Route ("identity") ]
[Authorize]
public class IdentityController : ControllerBase
{
[HttpGet]
public IActionResult Get ()
{

return new JsonResult (from c¢ in User.Claims select new { c.Type, c.Value });

P A R T A T oK, DAL a s APT AR I AT AL R B B
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9.7.2 770 Nuget {&i5iIn

N TR EA R TAE, BTN nuget AR, FEAR H SR FuztT Ay &

dotnet add .\\src\\api\\Api.csproj package Microsoft.AspNetCore.Authentication.

—JwtBearer

9.73 BLE

B2 R B IE R S5 VR B DI (OB A) 4 B B0UE P R PR A b o ik S
© BUEME AN ARORE Sk B 2SR KT
o BAFA MRS5S 0 APL 2 (X4 audience ZAX)

KF Startup SFT AR FroR:

public class Startup
{

public void ConfigureServices (IServiceCollection services)

{

services.AddControllers();

services.AddAuthentication ("Bearer")
.AddJwtBearer ("Bearer", options =>

{
options.Authority = "https://localhost:5001";

options.TokenValidationParameters = new TokenValidationParameters

{

ValidateAudience = false

bi

public void Configure (IApplicationBuilder app)
{
app.UseRouting () ;

app.UseAuthentication();

app.UseAuthorization();

app.UseEndpoints (endpoints =>

endpoints.MapControllers () ;

9.7. #hn API 29
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(£ 50

* AddAuthentication Rf S IGUEARSS A INE] DI HKf Bearer FLE NWERIA T E.
* UseAuthentication FFEHEiEH EIAFAMEEE F, B AR EVLER S J Shid T B0 3k
* UseAuthorization I H A1 DARA PRIE 44 % im JCiE Vs R SR AT APT i i

TEN 58 B S EHAH88 https://localhost: 6001 /identity W i%ik [ 401 RAAUHD . X EWRE Y
API FFEEEI HINAEZ IdentityServer {53,

TR ARG A BT AR S 132 ARBE, A E X 2 ARG EIRARITTE .

9.8 BIBE i

G —H B G — R AR s, ARG LA T APL. Stk fEERf#R T Zhiin—4
BEHETH, iCHAE st PalEE:

dotnet new console -n Client

IREHIVART—HE, B

cd ..
dotnet sln add .\src\Client\Client.csproj

IdentityServer | %4l i SCEL T OAuth 2.0 Hp8, AT AME ARG HTTP ke . (HgE, AT 14
A IdentityModel % i, BRFHMAAC B RAE—A 5 T ) AP o,

¥ IdentityModel NuGet S MBN LK F i, XA PAEIE Visual Studio [ Nuget 1 F25 5 dotnet CLI
FE L

cd src
cd client

dotnet add package IdentityModel

IdentityModel t45—>5 % Bl il — B GE I PO o 2 o X REAR A 75 BE1E IdentityServer fREEMBE - ATDAM
TR P RS R A i

// TR PR IR R

var client = new HttpClient();

(N IUakRED)
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(£ 50

var disco = await client.GetDiscoveryDocumentAsync ("https://localhost:5001");
if (disco.IsError)
{

Console.WritelLine (disco.Error);

return;

s AR EAE R BB A5, AT A2 R IEAESA T hups 3 H. Localhost MFFLIEBAZAF(E. ATLA
i&fT dotnet dev-certs https --trust PAMEFITFAIEF. X HETEM—IK.

HR A, BT DABE I & BSOS R Y 5 B 1) IdentityServer 353K S MHPATT I apil:

/7T RA M

var tokenResponse = await client.RequestClientCredentialsTokenAsync (new._
—~ClientCredentialsTokenRequest

{

Address = disco.TokenEndpoint,

ClientId = "client",
ClientSecret = "secret",
Scope = "apil"

)i

if (tokenResponse.IsError)

Console.WritelLine (tokenResponse.Error) ;

return;

Console.WriteLine (tokenResponse.Json) ;

(FEBESCIF AT PATE X L #%))

TR KFU7 I R ] 5 S IR E] jwems DG ARG S i .
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9.9 iFH API

SEAFUTI M%) APL, (AT HTTP $A0Sk . SR SetBearerToken 4 R IESEMI:

// W Al api
var apiClient = new HttpClient();

apiClient.SetBearerToken (tokenResponse.AccessToken) ;

var response = await apiClient.GetAsync ("https://localhost:6001/identity");
if (!response.IsSuccessStatusCode)
{

Console.Writeline (response.StatusCode) ;

else

var content = await response.Content.ReadAsStringAsync();

Console.WritelLine (JArray.Parse (content));

(MR Visual Studio T, 67T AT BB A7 B0 ke “SANRIBH ™, JFB{ Api il IdentityServer
FRE: REBATRTE: 25, BB IR AR, EAREd <% 5E IR -
RIShH) . i BB
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idH1wIjoiS

8cDov vY2Fs dD
NudCIsInNjb3BlIjoiYXB

T BOAEOUT, ViR M S K38 EarE (nbf Al exp) . % /i ID (client_id) FIA A ¥ 44 75
(iss) YA o

9.10 API 242

BUAE, APL B2 10 S iy e 55 480 A AL AT 17 I 4 it

ERCH, ORI AR AR R GAETE P umigR OFgHRal) SR, ik, &1
Y4 Fl ASP.NET Core FFAUENE 250, FHPA R NARME| Startup P ConfigureServices kg
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services.AddAuthorization (options =>
{
options.AddPolicy ("ApiScope", policy =>
{
policy.RequireAuthenticatedUser () ;
policy.RequireClaim("scope", "apil");
P
1N

AT DAER NPT ISR, il
.« &2
o XFT AR AP i i
* XP455E Y controllers/actions

WH, BN ARG ITA AP i B BRI

app.UseEndpoints (endpoints =>
{
endpoints.MapControllers ()

.RequireAuthorization ("ApiScope");

9.11 #H—$Hysele

AR N T 1275 0 LR B A2
o BRI KA
o B AT AGE 4 REDT) API
BAENT AT | B R A TR G AT 072K, Bildn
* S51A7E IdentityServer ARIZATIFEHEFIE (RATH)
o S TR i D SHLE R SR
o SARAE A R R E) 3 SR TG
o SERTEARZATIA N APL (CRAT )
o NERFLRRRILF] AP
o f AP e B 5 55 4 Ji b B9 L AN [ AT

34
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cHAPTER 10

{ B ASP.NET Core KX ExX [ B2

Hefi: XFFARTes st (BB ) , iE5CAF overview,

TEACPGEAN T TH, B A1 2l 1T OpenID Connect sl [ FoATTHE b —F o #4784 IdentityServer J3 %} 22 B3 H
PR IR S A

—HEINL, FAVRFRIE—A MVC AR, 1% AR 1] IdentityServer JEAT B335k -

101 FARSE

OpenID Connect FIf 145 sl 52 FFA5EL P T IdentityServer Ht. (AFEDATER . VEAY. [ REAIEE SR (LA
S UL 354+«

IR IdentityServer S2HLAY AN SE A L i U100 TARRAR P BERUZ A FI A, (HIRATFEME T —ET
MVC 7] UL, AT AR AR A

BOA UL A DA Quickstart UL o ool 650 DSt s B AF I 305 ML, BT CSS A
#4517 IdentityServer Web I L7 H .

i, BuPA#I.NET CLI (M src/IdentityServer XffFJeiztT) :

dotnet new is4dui

W MVC Ul J5, #OATR%AE DI REMEE P HN MVC. 4E4&F Startup.cs B, B EMN
ConfigureServices fll Configure J5¥EHRIHERES IR U Ef MVC,

35
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M B 2N isdinmen PHHR, BE5E T RAERME ULLEA HEEA IdentityServer.

1247 IdentityServer v HfE 7, BIMIEN ZESE R —DFE T .

E—LEI [RGB 4 il A A —— 512 AccountController , B2 FEM UL A LA, ST EA1HEMEE
L, FERIATBUORSA S . KRB “DhaesciFJe” #HA T “Quickstart” SCfFJer. AR iX
WAS A IE AR, T B B DA AR ZE AT AT U S

10.2 8 MVC EF iR

Bk, BRAIE— MVC NIRRT . ML H] ASP.NET Core “Web [ IFE/7” (B MVC) #5iAj .
M sre LB T

dotnet new mvc -n MvcClient
cd ..
dotnet sln add .\src\MvcClient\MvcClient.csproj

TR FATEBGE T IS Express ] H AL, HA ORI B e i 1 5002 B0 A 464

Bl MVC W TIFEF 7% OpenID Connect B 43 BAIEAY S 3, 8 Jo57 ZUFF£04 OpenlD Connect 4b BRI 1)
nuget MBI R E B4

dotnet add package Microsoft.AspNetCore.Authentication.OpenIdConnect

LRGP TFNA SIS startup H¥) ConfigureServices

using System.IdentityModel.Tokens.Jwt;

V2R

JwtSecurityTokenHandler.DefaultMapInboundClaims = false;

services.AddAuthentication (options =>

{
options.DefaultScheme = "Cookies";
options.DefaultChallengeScheme = "oidc";

})

.AddCookie ("Cookies™)

.AddOpenIdConnect ("oidc", options =>

{

(F U
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(22 30
options.Authority = "https://localhost:5001";
options.ClientId = "mvc";
options.ClientSecret = "secret";
options.ResponseType = "code";

options.SaveTokens = true;

)i

AddAuthentication ¥ HHEaE RS 7N g DI,

F AT cookie FE A My B S Ft (W if "Cookies" fEN DefaultScheme) . TATE
DefaultChallengeScheme & ¥ N oidc, H AHYFHATFEM &S, AR OpenIlD Connect
Mo

SRIGTRATIE AddCookie SFINIT] PAALEE cookie FALEEAR T .

%), AddOpenIdConnect Al E 14T OpenID Connect PN HIALFEFEF . Authority FE/R {54 AR
FIHERALE . REFRATEIT Client Td Ml ClientSecret RFPFLXAN% i, SaveTokens H THKH
IdentityServer [ 445 A PRIFAE cookie 1 (MRS E I RF ZEAT) .

i FANEA SN #4% (authorization code) Jiift5 PKCE j£#2% OpenID Connect $2LFEFF .
HRMPVURINEZFEE, HSILEE.

SRIG N T R AE BTG K L AT B IER 45, & UseAuthentication #MNE| startup H1H)

Configure

app.UseStaticFiles () ;
app.UseRouting () ;
app.UseAuthentication();
app.UseAuthorization();

app.UseEndpoints (endpoints =>

endpoints.MapDefaultControllerRoute ()

.RequireAuthorization();

{f#: RequireAuthorization Jy¥EEE TR N AL T 44151 .

UAR AL 2 AR B A7 VR BRI B4R E 3L, BB PTPAM [Authorize] JEtk.

10.2. €I MVC % iR 37
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I EAE P DU DA 7S PR R A B cookie Jd:

@using Microsoft.AspNetCore.Authentication

<h2>Claims</h2>

<dl>
@Qforeach (var claim in User.Claims)
{
<dt>Q@claim.Type</dt>
<dd>Q@claim.Value</dd>
}
</dl>

<h2>Properties</h2>

<dl>
@foreach (wvar prop in (await Context.AuthenticateAsync()) .Properties.Items)
{
<dt>@prop.Key</dt>
<dd>Q@prop.Value</dd>
}
</dl>

ARG ik 00 G 2 AR AR, W) 22 5 (1) 3] IdentityServer

XARFFEET R, PO MVC %

10.3 FhnXd OpenlD Connect &¥EEEY XTI

55 OAuth 2.0 241l OpenID Connect {1 I #z[H (scopes) Aiff&x. [FIAF:, AR AR ELORAFFI % i AR BEP7 7]
774, 5 OAuth fHIt,, OIDC HiiiufEl AR R APL, 1@ ARM 7 ID, 44 BHs - etttk 55 5 05 25080

WiEBH Config.cs Y IdentityResources J@, TIMATFRE openid (subjectid) Fl profile (44
T OHEIREE) JEREM SRR

public static IEnumerable<IdentityResource> IdentityResources =>
new List<IdentityResource>
{
new IdentityResources.OpenId(),
new IdentityResources.Profile(),

}i

TE startup.cs Y[ IdentityServer ¥ S 47y %5
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var builder = services.AddIdentityServer ()
.AddInMemoryIdentityResources (Config.IdentityResources)
.AddInMemoryApiScopes (Config.ApiScopes)
.AddInMemoryClients (Config.Clients);

TR TR B e i B HCAH R RS BA#R T LATE OpenID Connect JILYE A%

10.4 FI0AX AP

R UL i A — WA “H P EdRZE” . 0] DB AddTestUsers §7J& 7 4E IdentityServer H1
JE I LT e

var builder = services.AddIdentityServer ()
.AddInMemoryIdentityResources (Config.IdentityResources)
.AddInMemoryApiScopes (Config.ApiScopes)
.AddInMemoryClients (Config.Clients)
.AddTestUsers (TestUsers.Users) ;

YUESNTE] TestUsers K}, ELAREE L TN alice fl bob MM 1AL —LE BRI,
PAGE I 28 ] P 5

10.5 % MVC Z Fig#Ring IdentityServer it 8

2 ke MVC & P fH e #2% H #5 i #) IdentityServer

£ OpenlD Connect [ 35 3 ATH BTN OAuth 2.0 % FigdEH AL Hifi T OIDC FiyRifEiHa 4 2
ZHAR, FAVFHEAERCE S —LLE ¢ 5] URL.

H PSRN B

public static IEnumerable<Client> Clients =>
new List<Client>
{
s/ MBENBEPH (REREANTT 1 )
new Client
{
ClientId = "client",

ClientSecrets = { new Secret ("secret".Sha256()) },

AllowedGrantTypes = GrantTypes.ClientCredentials,

(FItgkss)
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VES:E T CA N EA
AllowedScopes = { "apil" }

by

// % H &, ASP.NET Core MVC % F 3

new Client

{
ClientId = "mvc",
ClientSecrets = { new Secret ("secret".Sha256()) },
AllowedGrantTypes = GrantTypes.Code,
/) BREFEEEMEGE
RedirectUris = { "https://localhost:5002/signin-oidc" 1},
// EHEEEMERE
PostLogoutRedirectUris = { "https://localhost:5002/signout—-callback-oidc".
‘-‘}l
AllowedScopes = new List<string>
{
IdentityServerConstants.StandardScopes.Openld,
IdentityServerConstants.StandardScopes.Profile
}
}

bi

10.6 WA E P

BUAE, Bl MVC % — DI i 2E 1.
T I AR 2 ORI il e B R M e SR B IR T . V% 2R B € 1] 1) IdentityServer F X5 SR BUTH .
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® © ® @ identityservera x +

< C  ® localhost:5000/Account/Login?ReturnUrl=%2Fconnect%2Fauthorize%2Fcallback%3Fclient_id%3Dmvc%26redi... @& Y ® e H
@ centityservers
Login

Local Login

Username
Password

Remember My Login

2 J5, IdentityServer 5 & [a] [i] MVC & i, ZEAF HL OpenID Connect 553 I iF A FRAR T AL FEmA S, 38 1
BEE cookie TEARHIE KA F'. fieJi, MVC MLERFEIR cookie [ PI%F
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® ©® | -MucClient x  +

& C  ® localhost:5002/Home/Secure @ (0} e

MvcClient Home Secure Logout

Claims

sid
41daf251bb6d2fafd4a3f52428fdc171
sub

1

idp

local

Properties

.AuthScheme

oidc

.sessionState

M-wOgMnIULC65jJfb2lul629f4cyf FfPvipgallvuY.7561f6fdad9c98ad2471eac4472b1653
OpenldConnect.Code.RedirectUri

http://localhost:5002/signin-oidc

.checkSessionlFrame

http://localhost:5000/connect/checksession

.Token.id_token

eyJhbGciOiJSUzI1NilsimtpZCI6ImMNMZmRiY TFMMTUwYWVIZTcy YjU4NTQyZWZhNjUyYmZjliwidHIwljoiSIdUIn0.eyJuYmYiOjE
hDAbaMNcW_ndQSobse1RrdXISqQThnR6BsjkXnFQVb8J42QJHzcEaPkIWULFMIBXgkiKVZmvYD7pQETVkn2M1zSW3b4c2Y}
xwcr3B_YnPGyhrmoYmXnNOyVGXVI0dacd9y7OA7EXEBUhqclgXl_PhTcZwiOLGuHN0JZT2vxM3didj21B_S715GImuKwZk3F4
.TokenNames

id_token

.issued

Thu, 29 Nov 2018 10:13:14 GMT

.expires

Thu, 13 Dec 2018 10:13:14 GMT

© 2016 - MvcClient

MR, cookie APHAY, B IRI—LEo08ds . HOCKdR A 6155 TdentityServer ZAHHY ARt B
AR 2] jwims DAKREH N
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10.7 FIESH

a2 MVC & P i s I -

{ili Fl IdentityServer IXAEAY B IAIEAR S5, (UEMAHLE FIFEF cookie JEANIEH. BLAh, ATEE{EIR Identi-
tyServer DA I i 0 B OB SR 23 1

BN PP BRAE OpenID Connect A PR PP B, U FGRF AR ACRE RN 5 il 45 RV T g e -

public IActionResult Logout ()
{

return SignOut ("Cookies™, "oidc");

X5 e ANl cookie, 4R Ji5 H 2 [ %] IdentityServer., IdentityServer 35 % H: cookie, SR )5 mH PR Ht— a5
PAIR ] 2] MVC R 2T .

10.8 M Userinfo i 25 3%En =01

TOTREC &S, RIS R % P Boh AR R profile B ER, SiZyuE KMRAHEN] (Hln
name, family_name, website &%) Ao IIFER B . FAITFTEEIFE Fim AT, @i e ®
B A A FE % B GetClaimsFromUserInfoEndpoint #&M, &AM Userlnfo ¥ s IR B 45 0] . AF
PAF/RGIH, FATIEKIZE profile JEl, (HERPURE P B B AR mEE (8ZAER) -

.AddOpenIdConnect ("oidc", options =>
{

V2R

options.Scope.Add ("profile");
options.GetClaimsFromUserInfoEndpoint = true;
V2R

)i

HOF RS N AR R R SRS, XS R E S L RR profile BB KRR
il iR
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https://identityserver4.readthedocs.io/en/latest/endpoints/userinfo.html
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MvcClient Home Privacy Logout

Claims

s_hash

NE2NZYBuxHyXGR3hQQh_Ww

sid

D41C360AT5TESBF5285564 10EED249DF

sub
818727

auth_time
1601461489

idp
local

amr
pwd

name
Alice Smith

given_name
Alice

family_name
Smith

Properties

.AuthScheme

oidc

.Token.access_token

eylhbGciOiJSUzI TNilsimtpZ CI6IkRBNKUZRUQSNTICMUEYRjkOMUISREUSMDdBQOFBRThBliwidHIwljoiYXQrand0In0.eyJuYmYiQjE2MDEON]EOOTAsImV4cCleM1
XY TLsMmtpDEpAL2i45v1nO0oue-cUm8n9udwNNdOuP93V2TQdICOsnU4kXhLrRgskvWRMNEuc1oCh-
HhyjQwPYw3lqDgK5w711wPkwGefnAcHICxt)CWBgeESrdE-

_GeBdP1kGI3ik88ZztVLhENKWmMFO9YNEICVpzmoCKUZT 1G4FIBHD2WSIPRDgevs_qdqplrwlvYpOGDpplwlUCGIk_95A671_0qo0F7 Lzm8rZalrH4Z8K8u1Kqwg

.sessionState
KyvnEy 7 ATwAXfdJuUgYe8Xu2YT7mINelYtEeOnmg9uMQ.78528A880E8A4B740ECFDT74926BF659

10.9 #H—HHYscid

W ) T S I o 2 PR AR By B A
SE LB PRI AR AT
o R S0y BTIRES NN 1) 2 Py oA A4 T HE AT SR BRI I 3 [ B 48 P B
L P E B AllowedScopes JE ML s H) BT
o ST IR N E % i OpenID Connect ALHIARJFRCE Y Scopes BEEAIT R F

o (WT3k) WHER SR SAERRHERS B (Bl myclaiml) FHOCHE, WIFZER Fmds i JSON H H B A B
( M UserInfo 35 s5ak [u] ) A0 P 75 H 22 [8]#4 ClaimAction RS

using Microsoft. AspNetCore.Authentication // ---.AddOpenldConnect( “oidc” , options => {

/I ---options.ClaimActions.MapUniqueJsonKey( “myclaim1” , “myclaim1” );// -
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Ds
FFEBEENZE, SHMENNRERE Y A IProfileService. W T HATM H M2
AddTestUsers, FRIEAfE TestUserProfileService, 0] PAYE AL & PEACHD DA T H T4
JRH,

10.10 ZRNOXFIMER S 193 B8 EAY ST 5

FRA, FRATRFAS I SN B O Bk i S0fF . X ERR MR, Oy EEIET 2 2 —~5 ASP.NET Core
HAH) S B UL AL PR T o

ASP.NET Core 7~ & % Google. Facebook. Twitter. Microsoft Account F1 OpenID Connect., 4k, &50] PAYE
AL 33V Z2 HoA B 4y B ik AR P () SE B

10.11 0 Google F#F

AT RES B Google #EAT By G IE, G50 Jois B MMM . X BEMATHIF AN G il 4 B .
B E—HUEH, JBH Google+ API | #l_ﬂ«l% /signin-google JEAZ TN BN A Eedbhlk (40 hitps:/localhost:
5001/signin-google ) it B A3 H, IdentityServer [ [B] i Hb4L

FF R E Y & R/ 1 s B Google &A% i ID A —— F—2P AR AR

¥ Google Ef 1y 5 lF 4k 32 2 7 %5 1 2| IdentityServer AL DI. ¥ 4C¥s Ml Microsoft.AspNetCore.
Authentication.Google nuget f, #RJFHFIACAIELANINE] Startup A ConfigureServices Hi:

services.AddAuthentication ()
.AddGoogle ("Google", options =>
{
options.SignInScheme = IdentityServerConstants.

—ExternalCookieAuthenticationScheme;

options.ClientId = "<7 i 4 & A >";
options.ClientSecret = "<Z7 M 4 & A\ >";
P

BRINR OL T, IdentityServer % '] 2 A ¥ B 43 B I 1 45 SR L & cookie 4b PRAE )Y () B T &

IdentityServerConstants.ExternalCookieAuthenticationScheme )5 %) . Google Ab3H

FE 7 O T B8 1% cookie AbFRFE T .
PAEIZAT MVC % P 2204 T B3 58

|—~ Google ##4:

147,
155 5K UL

10.10. FRINFISMERE IV T 15 45
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https://github.com/aspnet-contrib/AspNet.Security.OAuth.Providers
https://console.developers.google.com/
https://localhost:5001/signin-google
https://localhost:5001/signin-google
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Bomiic D=y I TR
(@ IdentityServerd x
L C A [ localhost:5000/account/login?returnUrl=%2Fconnect%2Fauthorize%2Flogin%3Felient_id%3Dmve%26redirect_uri%3Dhttp%253A% 6252F%2%¢ S/ =

Login

Local Login External Login
Username Gnngle
Password

Remember My Login

TERE ] MVC % AT S ik 2 J5, 8T AR BIX LR AR B Google Kidls

W ARG TEE KU b A 3 2 B Google #4111 JBE VA R4, 15K AccountController [
BuildLoginViewModel ﬁ{io
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10.12 #—PBH)3LsE

BT AT IS M SRS AR T o FRATA —A> 24T 01 AR K IdentityServerd, fA] PAf# 1] OpenlD Connect
PEATAR I
¥ Openld Connect AbFAE 75| DI:

services.AddAuthentication ()
.AddGoogle ("Google", options =>
{
options.SignInScheme = IdentityServerConstants.

—ExternalCookieAuthenticationScheme;

options.ClientId = "<7 b 4 4 A>";
options.ClientSecret = "<7Z M 4 4 A >";
})
.AddOpenIdConnect ("oidc", "Demo IdentityServer", options =>
{
options.SignInScheme = IdentityServerConstants.
—ExternalCookieAuthenticationScheme;
options.SignOutScheme = IdentityServerConstants.SignoutScheme;

options.SaveTokens = true;

options.Authority = "https://demo.identityserver.io/";
options.ClientId = "interactive.confidential";
options.ClientSecret = "secret";

options.ResponseType = "code";

options.TokenValidationParameters = new TokenValidationParameters
{
NameClaimType = "name",
RoleClaimType = "role"
i
P

BAE, P PAZRERS (] = R S iR IR

Bl BT UL FBREEAN e SN S — VOB, 2RI — BRI AHLA P, IR AL
ST B S (PR, AL BRI K s AR T VR R UL 0]
DATE L RN BT THOBRACTS. WTUALE S $RE ST 1 S B il 25
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cHaPTER 11

ASP.NET Core #1 API i5g]

TEZ HIHIPEEAT T, FATRGE T APLUFFIFIA P B gk, BRAEFR A TARE X A e — e

OpenlID Connect 1 OAuth 2.0 5 & H) AP ZALAET, AT LA Ik BN PIMSORI -5 2l 55 1) RS SE 4 e S B o

BIHAM I, FATRIES MR R B 03I, —BIRAITFREHE APL R, IdentityServer i [a] >
QR AE S RAER S IE B SR, DA U APL TS

11.1 B EFiGEcE

7t IdentityServer A BR3¢ 1 s e B AR T SR —— AT TR 2 ap il SEIRININE Rt ivu B k. itoh, &

filid

iif AllowOfflineAccess Ja@k i F R A ) 345

new

{

Client
ClientId = "mvc",
ClientSecrets = { new Secret ("secret".Sha256()) 1},

AllowedGrantTypes = GrantTypes.Code,

/) BEKEEE B GE
RedirectUris = { "https://localhost:5002/signin-oidc" },

/) EHEERE AR E

PostLogoutRedirectUris = { "https://localhost:5002/signout-callback-oidc" 1},

(FItgkss)
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AllowOfflineAccess = true,

AllowedScopes = new List<string>

{
IdentityServerConstants.StandardScopes.Openld,
IdentityServerConstants.StandardScopes.Profile,

"apil"

11.2 g% MVC &P

PUAEZE P i B 2 5 scope ST SKAT/MI PR . iX /24E OpenID Connect AbHFE 7 it B H 5 511

services.AddAuthentication (options =>
{
options.DefaultScheme = "Cookies";

options.DefaultChallengeScheme = "oidc";

.AddCookie ("Cookies™)
.AddOpenIdConnect ("oidc", options =>
{
options.Authority = "https://localhost:5001";

options.ClientId = "mvc";
options.ClientSecret = "secret";

options.ResponseType = "code";

options.SaveTokens = true;

options.Scope.Add ("apil");

options.Scope.Add ("offline_access");
)i

HIT/EM T saveTokens, ASP.NET Core f [ ZlRF45 SR 7 FIFIRH @ AF 8L B Or Bt il v o V% RE
RS AT B L 5 T B ) S PN A DT P e
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11.3 ERE <Lk

A DS AT DAYE Microsoft . AspNetCore.Authentication fiy44 &5 [8) P 2 R ASP.NET Core
JEE 7R ) 2 v )

var accessToken = await HttpContext.GetTokenAsync ("access_token");

P EDT I APL, G B2 AR O, I EAE ) HepClient F:

public async Task<IActionResult> CallApi ()
{

var accessToken = await HttpContext.GetTokenAsync ("access_token");

var client = new HttpClient();
client.DefaultRequestHeaders.Authorization = new AuthenticationHeaderValue ("Bearer
—", accessToken);

var content = await client.GetStringAsync ("https://localhost:6001/identity");

ViewBag.Json = JArray.Parse(content) .ToString();

return View("json");

BIEE—~44 74 json.cshtml (UHRIET, i 4R B/ json:

<pre>@ViewBag.Json</pre>

bR APL IEAEZAT, B3I MVC & it Sy B iE /ST /home/CallApi .

11.4 EIR 50 < e

FIEAN 1L, AR PR S A A 55 R A BT ) M. A i AR
o TEBR SRS K7 F) R B 2 it
o AFIXLEAHH
o (VIR A APL, H 3Bt
o (R BT RSB 1 15 ] 4 i
s IS

ASP.NET Core #1% N & T H 1T UAFE B 5528 X BE1T- 4% (UNZE 478K sessions), (EAE R L TAESUMN. MiEE
F XA R, BRI ASIPAT IS SRS .
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cHAPTER 12

# BN JavaScript & Pt

HWfig: WA fE (BB ) , e A .

APEH AT PR SR W R R T30 B AR Y JavaScript 2 P R CAIRTRRR < BT R AR 7" 507 SPA™).

P8 5% 3 IdentityServer, {i i IdentityServer 4l /& 117 102 fEiE F} Web APL, 4R )54y IdentityServer., fif
A X VIR AE N Y a4 iz Ty JavaScript 3K 5] .

12.1 #{#Y JavaScript Z FinRIn H

A JavaScript [ AR B —SH0H o BRIPAUZ— 25 Web T H . —4~%31) ASP.NET Core J 1 F2 7
BHABIEAB) Node. js )R ART . ASPRIEEA T 1KF6 ] ASP.NET Core IR -

16 ~/fre H PRI — N “Empty” ASP.NET Core Web [ 2T . %30T DA 1) Visual Studio 5 M fir 2174
A7 B4

md JavaScriptClient
cd JavaScriptClient

dotnet new web

IEANFATZ BT BRAREE, X T A Pom I, BRIt 3 S B po i s b . AL sin SCPRRIAR
XFIGBATE:
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dotnet sln add .\src\JavaScriptClient\JavaScriptClient.csproj

12.2 EHEE

1B JavaScriptClient i H PAYE https://localhost:5003 _FizfT.

12.3 ZRINEREI S El

ET W H Az 7% M, FATF 2 ASP.NET Core i iyl j& 4/ 1A ISR AT A2 7 (1 # HTML Al
JavaScript SCF. ASSCPE PR PERILR N T BT 1Y o

75 Startup.cs iy Configure Iy LIS SCHE P EE (IR IR HABSFAT 925

public void Configure (IApplicationBuilder app)
{
app.UseDefaultFiles();
app.UseStaticFiles () ;
}

XA AR AR I RE P08 ~Avwwroot STIFJE B B SO . 32 FATRF i E HTML Fl JavaScript 3C
PRRHITT o PRI H FRAEAEZ SO E, LRI E .

12.4 5|H oidc-client

162 1 HF ASP.NET Core MVC [y% 335 H B ATTZ i, FA18 ) T — - b OpenlD Connect
P, 7 JavaScriptClient 5 F fiA-He AT, Fell 1952 — AP, — A~ FUAE TavaSeript v TAFE B0
HAERI MBS IEATHPE . oide-client /7 ShIK RIS — A . B AT DAMES NPM, Bower, BAJRM github ) (b
T B

NPM

WRARIEAEH NPM % oide-client, A3 MARIY JavaScriptClient T B B 56124 7iX o ay 4

npm 1 oidc-client

copy node_modules\oidc-client\dist\* wwwroot

X RAEARH T B oide-client 11, SRJ5HFH 1) JavaScript SCPFS 2] ~Avwwroot Wi, AR Y. IR FY
e,

Ta P&
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G D AB T3 N %K oide-client JavaScript YU, 350 Y 3] GitHub £74#%)%4: 7 %k JavaScript 0. F#J5, B
AR HIE] ~Mwwwroot H1, DB N AR FHRELEA].

12.5 FmiEey HTML F0 JavaScript 3

BT R 3% HTML F1 JavaScript SCEEZRINE] ~wwwroot. AR WA HTML SCEEFI—ANE T 3 A%
JF 1y JavaScript XX (B8 T oide-client.js JiE) « AE ~/wwwroot W1, ¥sH144 5 index.html F| callback.html ) HTML
A, HUSINA K app.js 1) JavaScript SC{:

index.html

PR RN R . B RS TR B T Web API 324 HTML, EifKFal &
<script> b2 ML EFRATI A JavaScript L. ERRELE— <pre> AT A ERER.

BN A% X

<!DOCTYPE html>

<html>

<head>
<meta charset="utf-8" />
<title></title>

</head>

<body>
<button id="login">Login</button>
<button id="api">Call API</button>
<button id="logout">Logout</button>

<pre id="results"></pre>

<script src="oidc-client.js"></script>
<script src="app.js"></script>

</body>

</html>

app.js
ORFEL S FRATT Y R ) E 2D . eI IN— Dl Bl B BOR K B L5k B <pre>:

function log () {

document .getElementById('results') .innerText = '';

Array.prototype.forEach.call (arguments, function (msg) {
if (msg instanceof Error) {

msg = "Error: " + msg.message;

(T IUakss)
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else if (typeof msg !== 'string') {
msg = JSON.stringify (msg, null, 2);
}
document .getElementById ('results') .innerHTML += msg + '\r\n';

)i

HRA, WA LARS click SRR BERE FFIEME] = 4

document .getElementById("login") .addEventListener ("click", login, false);
document .getElementById("api") .addEventListener ("click", api, false);

document .getElementById("logout") .addEventListener ("click"”, logout, false);

BERSE, FATT LA oidc-client JFE R | UserManager 2531853 OpenID Connect 1Y . ‘& 72 MVC % i
FrhFZ ey s VS HAANHEPME) . SRS DAl B SL I {k UserManager:

var config = {

authority: "https://localhost:5001",

client_id: "js",

redirect_uri: "https://localhost:5003/callback.html",

response_type: "code",

scope:"openid profile apil",

post_logout_redirect_uri : "https://localhost:5003/index.html",
i

var mgr = new Oidc.UserManager (confiqg);

Tk, UserManager it 74> getUser API 3k T F' /@15 B 5 5% 2 JavaScript I FIFE)/F. B H
JavaScript Promise 5 R 45 . iR User M5 4> profile @M, HAP W& HPHEH. Bt
FRB5 ARSI FH P 245 85 5% 3] JavaScript B FE 7

mgr.getUser () .then (function (user) {
if (user) {
log("User logged in", user.profile);
}
else {

log("User not logged in");

i

BTR¥, HANTEEW login, api Ml logout HK%El. UserManager $£ft T7—4> signinRedirect ¥
B, Ml—/ signoutRedirect R F. FRATE LA F RGN User XIRWH—A
access_token @V, W HT X Web API #1753 5 1E. access_token $Fll il A Bearer J7 %) Au-
thorization T3k %245 Web APL. VS I ACHE RATEFR AT B PR 7 v SE X = A R 35
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function login () {

mgr.signinRedirect () ;

function api () {
mgr.getUser () .then (function (user) {

var url = "https://localhost:6001/identity";

var xhr = new XMLHttpRequest ();
xhr.open ("GET", url);
xhr.onload = function () {

log(xhr.status, JSON.parse (xhr.responseText));

xhr.setRequestHeader ("Authorization", "Bearer " + user.access_token);

xhr.send () ;

function logout () {

mgr.signoutRedirect ();

WA WS TE P o AR Pk N1 AP S @18 EaR (GRS s 6 i api IR R

callback.html

— H i P& %3 IdentityServer, 13X~ HTML 5218 €W redirect_uri TiH . BRF5E -5 IdentityServer
) OpenID Connect PR &SRR T o iX— VIS ER & AT Ji (I 1) UserManager ZE4R LAY . Bk 5EAL
J&i ., FRATET DA FH P o ) ] 32 R index.himl TUTH] . FS A CAD DA SE BB SR 1t A

<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8" />
<title></title>
</head>
<body>
<script src="oidc-client.]js"></script>
<script>
new Oidc.UserManager ({response_mode:"query"}) .signinRedirectCallback () .
—then (function () {
window.location = "index.html";

}) .catch (function(e) {

(Rt
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console.error (e);
P
</script>
</body>
</html>

12.6 25 JavaScript & i@ IdentityServer FiINE P i+ 4

PUAE P b AR CE £t . 300195 BAE 1dentityServer H1 kX 4S8 JavaScript % 1 e SC—MAC B 4%
H. 7 IdentityServer Wi H 3% FmAcE (F£ Config.cs W) o NERATTHIHT JavaScript W HFRFY, M5 FH TR
T—ANEr Client, & W i% ELAT R T4 H B Hic -

// JavaScript & P 3

new Client

{
ClientId = "js",
ClientName = "JavaScript Client",
AllowedGrantTypes = GrantTypes.Code,

RequireClientSecret = false,

RedirectUris = { "https://localhost:5003/callback.html" },
PostLogoutRedirectUris = { "https://localhost:5003/index.html" },
AllowedCorsOrigins = { "https://localhost:5003" },

AllowedScopes =

{
IdentityServerConstants.StandardScopes.Openld,
IdentityServerConstants.StandardScopes.Profile,

"apil"

12.7 {Ef CORS i+ Ajax i§H Web API

WEM G — UL E 2 1E Web APL I H Hid & CORS. X Fei4 M hitps://localhost:5003 F| hiips://localhost:6001
i) Ajax JHH .

fit ¥ CORS
IE Startup.cs 1) ConfigureServices H¥f CORS R MBIMEIE A RS H:
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public void ConfigureServices (IServiceCollection services)

{

VY

ser

{

vices.AddCors (options =>

/) EREXT =A% A o default’’ B CORS B
options.AddPolicy ("default", policy =>

{
policy.WithOrigins ("https://localhost:5003")

.AllowAnyHeader ()
.AllowAnyMethod () ;

1t Configure Hff CORS /MBI EY (FEHBZ)E)

public
{

void Configure (IApplicationBuilder app)

app.UseRouting () ;

app.UseCors ("default");

VY

12.8

iz{T JavaScript N FHIEFF

BUE RS % REAS Iz 4T JavaScript 27 i B AR

12.8.

i&1T JavaScript R IR

59
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/| Call API || Logout |

User not logged in

X
[ localhost:5003 x
C [ localhost:5003
| Login

My “Login” $RHIPAE M. —FH iR [l F)] JavaScript B HRERY, BV %A FIMAT A AN GORME B
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[ localhost:5003/indexhtml X

« C | [ localhost:5003/index.html @ 9

| Login | Call API || Logout |

User logged in

{

"sid": "la49bel58e654dead7695cd27c5e0df5",

"sub": "2",

"auth_time": 1473113031,

"idp": "local",

"amr": [

"pwd"

1.

"name": "Bob",

"website": "https://bob.com"
1

KGR “APT” f41YH ] Web APIL:
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[ localhost:5003/indexhtml X

:50008/resources"”

€« C | [ localhost:5003/index.html
| Login | Call API || Logout |
200
[
{
"type": "nbf",
"value": "1473113@35"
¥
{
"type": "exp",
"value": "1473116635"
¥,
{ .
"type": "iss",
"value": "http://localhost:5€00"
¥,
{
"type": "aud",
"value": "http://localhost
s
{
"type": "client_id",
"value": "js"
¥
{
"type": "scope",
"value": "openid"
¥,
{
"type": "scope",
"value": "profile"
¥
I

@ 7%

JE s “Logout” Rf F P4 .

62

Chapter 12. 7ih0 JavaScript & Fim




IdentityServer4 Documentation, %% 1.0.0

| IdentityServerd

(—

x

€ | [4 localhost:5000/account; Logout

m} x

@ 7y =

@ |dentityServer4

Logout You are now logged out

Click here to return to the js application.

EHAEC R G380 T —> JavaScript % P M HFET , %5 A7 IdentityServer HF{ T8 5% JEESAIISIEXT
Web API f3E ] .

12.8. i=1T JavaScript 1 AI2FF

63



IdentityServer4 Documentation, %4 %5 1.0.0

64

Chapter 12. 7ih0 JavaScript & Fim



cHAPTER 13

{& A EntityFramework Core 3£EXfL & FHiR{(ELIE

TEZ HTHIHEEA T, BATAEACRS  BIE 7% P MIE R &s . EfE sl IdentityServer I HC B 2K
BN AERFA TS SO AR B, FAT A5 IR RIS 3l IdentityServer.

IdentityServer ifs x4z I ARHE , BIANERZAUY . (A RGESEANRIE . BOATGOU, XA e A
BORF X SR S 20 3 e TR S AES 22 A TdentityServer ST (AR A MR P, FATAT AGE A Identity-

Server4 Entity Framework J#

AR B T FoIBLE EF SRS, 184 —A> IdentityServer BEAR AT PA(IH] dotnet new isdef @ —4~30HF
EF B H -

13.1 IdentityServer4.EntityFramework

IdentityServerd.EntityFramework {#iJf] DA DbContext SLH T 22 (I 1E g FIAR 55
AT ECERSE, FIank =i, AT

FAT UGB RSO, (90 52 AR AR 7 2 it

3% % context 3% ] F-{F-fi Entity Framework Core 3251 3¢ 22 5HE & o

* ConfigurationDbContext

¢ PersistedGrantDbContext

#SAIVIE Tdent ityServerd . EntityFramework. Storage nugel fFH S context, EIHIS:HIAK
i F B9 IdentityServerd £7fif .
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A DAYE IdentityServerd . EntityFramework 3 F|YEA R IdentityServer M EMTRIP BT,
TTIRAERFIX AR

dotnet add package IdentityServer4.EntityFramework

13.2 {#fH SqlServer

XFACPFALT, AR Visual Studio Pty SQLServer [¥) LocalDb fitAs . ZHF SQL Server 774 %]
F A0 IdentityServer i H , AFEZPAT nuget 41

dotnet add package Microsoft.EntityFrameworkCore.SglServer

13.3 HiEEFRMERTER EF I

IdentityServer4.EntityFramework.Storage 14U M IdentityServer FiZ i) i SE{A 2, [ Iden-
tityServer fART % A AR{k,, IdentityServerd.EntityFramework.Storage HSEIEIS S KEAL.
WAAF ] IdentityServerd.EntityFramework.Storage %5 WA AR T, SRS MTFHEHR
JRZRA DA % i 7 S5 R 2 ) B B T A A HEA T A BER TR . A X SE R — RO VA R T EF IERY, 3RAT
FHEAPGEAT TR E . WREBAZEN LT, ABAGEA AR AN i i o7 X B ARA BE L.

TEf#: 50 DAYE IdentityServer4.EntityFramework.Storage 774 72 1 #% 2| SqlServer ) #1 SQL JHI 7,

134 EEEH(i#

TG X B fif , BREE AL Startup.cs [f) ConfigureServices F¥EH il AddConfigurationStore
Hl AddOperationalStore ¥ &%} AddInMemoryClients, AddInMemoryIdentityResources,
AddInMemoryApiScopes. AddInMemoryApiResources il AddInMemoryPersistedGrants [{Efr]

AR

XTI IRRE R 2> DbContextOptionsBuilder, XREMRFEMRAGICA T E AR BOLA:

var migrationsAssembly = typeof (Startup) .GetTypeInfo () .Assembly.GetName () .Name;
const string connectionString = @"Data Source=(LocalDb)\MSSQLLocalDB;

—database=IdentityServerd.Quickstart.EntityFramework—-4.0.0;trusted_connection=yes;";

services.AddIdentityServer ()
.AddTestUsers (TestUsers.Users)

.AddConfigurationStore (options =>

(Rt
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options.ConfigureDbContext = b => b.UseSglServer (connectionString,
sgql => sgl.MigrationsAssembly (migrationsAssembly)) ;
H)
.AddOperationalStore (options =>
{
options.ConfigureDbContext = b => b.UseSglServer (connectionString,
sgql => sgl.MigrationsAssembly (migrationsAssembly));
i

ST T BRI 88 4 25 R S o

using Microsoft.EntityFrameworkCore;

using System.Reflection;

HI T3 ATHEA Hh_/\ljﬁljﬁﬂ% EF %%, NN MigrationsAssembly T @A Entity Framework 75
H ARSI AU . X2, PE FE AT 548 DbContext BRRRFFHEFP A FRFES .

13.5 #&xMERE

— H IdentityServer #¢ it &~ ffi ] Entity Framework, F{15E 54 l—LiF#%.

FREITN, BREF SN 235 Entity Framework Core CLI, F17F IdentityServer H1%473%E Microsoft.
EntityFrameworkCore.DeSlgnnugﬂﬁg

dotnet tool install --global dotnet-ef

dotnet add package Microsoft.EntityFrameworkCore.Design

HRETRS, GiAE IdentityServer I H H T IF A 3R FF 1247 A T i &

dotnet ef migrations add InitialIldentityServerPersistedGrantDbMigration -c.
—PersistedGrantDbContext -o Data/Migrations/IdentityServer/PersistedGrantDb
dotnet ef migrations add InitialIdentityServerConfigurationDbMigration -c.

—ConfigurationDbContext -o Data/Migrations/IdentityServer/ConfigurationDb

EIAE N ZAET H HFF]—14> ~/Data/Migrations/IdentityServer X3¢, HH @& HGIEmMTH
IV ER

13.5. FniEE 67
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13.6 #MiafbEiERE

BAERATAE TER, BATATLAZH B AR A ER QIR EE . FATIE W AR A TEZ BIRPEA T TR E &
SE SCHR AT P G 0 o s P Ao

Hfigg: APCEA ] AP OEIJ5E  T AR S ANIE AT IdentityServer. ERAZ BT G I ALY H O 1K
PEBI LD HEm .

T Startup.cs "SI T IE A BT AR AL 17

private void InitializeDatabase (IApplicationBuilder app)

{

using (var serviceScope = app.ApplicationServices.GetService<IServiceScopeFactory>

< () .CreateScope ())
{

serviceScope.ServiceProvider.GetRequiredService<PersistedGrantDbContext> () .

—Database.Migrate () ;

var context = serviceScope.ServiceProvider.GetRequiredService
—<ConfigurationDbContext> () ;
context .Database.Migrate () ;

if (!context.Clients.Any())

{
foreach (var client in Config.Clients)
{
context.Clients.Add(client.ToEntity());
}
context.SaveChanges () ;
}
if (!context.IdentityResources.Any())
{
foreach (var resource in Config.IdentityResources)
{
context.IdentityResources.Add (resource.ToEntity());
}
context.SaveChanges () ;
}

if (!context.ApiScopes.Any())
{

foreach (var resource in Config.ApiScopes)

{

(Rt
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context .ApiScopes.Add (resource.ToEntity());
3

context.SaveChanges () ;

E TR AR T RE S B AT i 44 25 () AR I B A S v

using System.Ling;
using IdentityServer4.EntityFramework.DbContexts;

using IdentityServer4.EntityFramework.Mappers;

RJEFATTPAM Configure JrikH i E:

public void Configure (IApplicationBuilder app)

{
/) XK HRATEEEEA T
InitializeDatabase (app) ;
/S BEEREHERARA
VAR

i

PIAE, WNSRMERIZAT IdentityServer T H , TN G @54, -0 FBGE A TRC EEARE AT NV iR RES i
JH| SQL Server Management Studio B Visual Studio 3 i3 F1#6 & 5z .

13.6. #MiaftEiEE 69
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f-;g:‘ 50LQueryl.sql - (localdb)\mssqllocaldb.|dentityServerd.QuickStart (TIMSCRIV-DEVOPS\timscriv (37)) - Microsoft SOL Server Management Studio... Quick Launch Ll - =] x
File Edit View Query Project Debug Tools Window Help
ie-oB- o -2 M| DAnewowey GBBH| LT - | 5 -z
%E | IdentityServerd. QuickStart ~ | ! Execute Debug v 33 = = | a° M: % | @ @ &j ‘ =
Obicc plore R 2L0ucrsal-(o-vorsamsa 571+ > Y
R i for SelectTopNRows command from SSMS  ****xx/ =
C ct - ] / Script p =
onTe !E !z G 5 EISELECT TOP 1e@@ [Id] -
= [ (lecaldb)\mssqllocaldb (SOL Server 13.0.1601 - TIMSCRIV-D & , [AbscluteRefreshTokenlifetime] —
= [d Databases . [AccessTokenLifetime]
[ System Databases » [AccessTokenType]
lJ IdentityServerd , [AllowAccessTokensViaBrowser]
= . 1lowOfflineAccess]
= | ldentityServerd. QuickStart B EﬁllanlainTex‘thce]
3 Database Dizgrams » [AllowRememberConsent]
= [ Tables , [AlwaysSendClientClaims]
£3 System Tables »[AutherizationCodelifetime]
[ FileTables ,[ClientId]
= dbo._EFMigrationsHistory ,[ClientName]
= dbo.ApiClaims ,[ClientUri] )
= dbo.ApiResources E EE”ﬁ:%E:‘;CEHUEl”]
. , [Enable
8 dbo.Ap!S(opeCla\ms , [IdentityTokenLifetime] -
3 dbo.ApiScopes
=] dbo.ApiSecrets MO o
[ dbe.ClientClaims [ Resutts Li) Messages
3 dba.ClientCorsOrigins _ AbsoliteRefreshTokenlfetime  AccessTokenlfetime  AccessTokenType  AllowAccessTokensViaBrowser  AllowOfflineAccess
3 dbo.ClientGrantTypes 1 1 2592000 2600 0 o 0
3 dbe.ClientldPRestrictions 2 " 2592000 3600 0 o 0
3 dbo.ClientPostLogoutRedirectUris 3 2592000 3600 0 0 B
3 dbo.ClientRedirectUris 2 2592000 600 0 . 0
= dbe.Clients
3 dbo.ClientScopes
3 dbo.ClientSecrets
= dbo.ldentityClaims
3 dbo.ldentityResources
3 dbo.PersistedGrants
LA Views
3 Synonyms - 4 »
1 P Mrmmeon e abilie,
4 » @Query executed su..  (localdb)imssgllocaldb (13....  TIMSCRIV-DEVOPStimscr... | |dentityServerd.QuickS... | 00:00:00 4 rows
Ready Ln1 Col1 Ch1 INS
A . . . . . N N ML N
s LR InitializeDatabase FiB) APT u] RAJy (A5 s B R, (H2X P A E SRR

1 R P A TR o

LS TEIER

% TSR AP BIE ] -

13.7 &1

(IR R
B

BRI LT B % i

TEFiRMARERF

i AR, AT SR R R ] APT —— Ay iX SRR T4
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cHAPTER 14

{& F§ ASP.NET Core Identity

HWfig: W TAEMe A E (PIABR) , Wi A .

IdentityServer BPEHRMLR G, Hi @ RF BN A P LR (6% ) 6 R8T
BlEE . R EIFA AR BT PR, W ASP.NET Core Identity s @8] PAERR M — P eFe . AP AT
JEI8 T 4k ASP.NET Core Identity -5 IdentityServer %54 .

APLHE AT ] ASP.NET Core Identity [j75 342/ IdentityServer “EALAYH—SHoiH o X580 HRFHUCT
ITEZ HI A BT 7 e il IdentityServer JH o 53X ANHTH 19 J2 1A 22 f1 74 /] ASP.NET Core Identity
I UL R P22 57 (EEE SO RANERM 2T ) . IR i A AR H - (B0 i Fil APT) R

FPARAE

TR PR AT MR EAZE ASP.NET Core Identity 1) TAEJREE. QRAR, BUUE THHF—T.

14.1 iy ASP.NET Core Identity I H

55— 21 ASP.NET Core Identity f¥387 551 H s 21| G o 2 vp o AL T— A8, P45 ASP.NET
Core Identity 11 IdentityServer i)/ UL %77, i ZOR-ME: IdentityServer BIHTNEH , {HEHE T L
i .

B SehlE—A 5 ] ASP.NET Core Identity f]3; IdentityServer i H :

71
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cd quickstart/src

dotnet new is4aspid -n IdentityServerAspNetIdentity

IR “seed” F PEHRIFERE, BEEE Y7 MER “yes”. XAFBEFHILATAG “alice” F “bob” FH FIETE A P
. MRS 2 “Pass123$7,

TR BRG] Sqlite M0 B, I BAEBR R B BIHE T EF a2 85 . AR A B8 AN [ A
PR ARy, IR 2R ECARS (A SR R PP o EOR 1) EF 1242 .

14.2 £EHHE

TEGERR R AR A PTOOTHIE , A A S (R . 555 A2 -

14.2.1 IdentityServerAspNetldentity.csproj

VBN IdentityServerd. AspNetldentity /15| i . It NuGet £3£5 % IdentityServer ) ASP.NET Core Identity £ Ji{2H
.

14.2.2 Startup.cs

TE ‘ConfigureServices R = G A S| AddDbContext<ApplicationDbContext> i
AddIdentity<ApplicationUser, IdentityRole> Jflfi#H’®E ASP.NET Core Identity.,

AR, EAEZ AR PO B 74 (7] IdentityServer ML 2858 . AR 50 7 i Rl BT 1t
MWFFHIRE, ENTRE Config.cs.

&G, WERIT X AddAspNet Identity<ApplicationUser> T . AddAspNet Identity ¥Rl
THE N2 DAY 1dentityServer 35 [5] ASP.NET Core Identity i 4508 12 % P 40dE . 24 IdentityServer W50
PR B B R, X 2T

& AddIdentity<ApplicationUser, IdentityRole> W/IfE AddIdentityServer ZHiTHA .
14.2.3 Config.cs

Config.cs {0 SRR A NAEEE P AN BEJRE Lo S T iEARIEI 2 P Al APT AR Z BT PR AT ] —HFE LA,
175 25 1H IdentityServer Tl F Hh 1 Tic B AR S il B X AT H o BUEX AR, 25 Config.cs Wiz e IXARAY:

public static class Config

{

public static IEnumerable<IdentityResource> IdentityResources =>

(Rt
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new List<IdentityResource>

{
new IdentityResources.OpenId(),

new IdentityResources.Profile(),

}i

public static IEnumerable<ApiScope> ApiScopes =>
new List<ApiScope>
{
new ApiScope("apil", "My API")
bi

public static IEnumerable<Client> Clients =>
new List<Client>
{
/7 AL BB E P
new Client

{
ClientId = "client",

ClientSecrets = { new Secret ("secret".Sha256()) 1},

AllowedGrantTypes = GrantTypes.ClientCredentials,
/7 B P A A E
AllowedScopes = { "apil" }

by

// interactive ASP.NET Core MVC client
new Client

{
ClientId = "mvc",

ClientSecrets = { new Secret ("secret".Sha256()) 1},

AllowedGrantTypes = GrantTypes.Code,

/) BXEEEHEHE
RedirectUris = { "https://localhost:5002/signin-oidc" },

/) EHEEE M TE
PostLogoutRedirectUris = { "https://localhost:5002/signout-callback-

—oidec" },

AllowedScopes = new List<string>

{

(Rt
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IdentityServerConstants.StandardScopes.Openld,
IdentityServerConstants.StandardScopes.Profile,

"apil"

Yi
}

I, AR ZEIH P IdentityServer Wi H .

14.2.4 Program.cs 1 SeedData.cs

Program.cs ) Main 15 KZ % ASP.NET Core 3l H WgA Al . LR W ER AN seed 21728, %
RN AEAE ASP.NET Core Identity Xtk 5 J @ b1 AO4R G -

#%& seedData FAHY DA T AT €1 ECE PR DA S An el 8 55— A T

14.2.5 AccountController

WA A A ) 3 s — AU & AccountController. XA 5 2 Bl 0P AT T RIS A B A A (7]
H B A FS A RS . V2 ] ASP.NET Core Identity /) SignInManager<ApplicationUser> #l
UserManager<ApplicationUser> SRIGHFEIEHIETE G/ 1IF 235 .

HARKE A5 Z H BT TSR A [F] o

14.3 {#f MVC ZPiEE R

BLEst, N iZ e T T A A Pl sl . — AN A2 ResourceOwnerClient
TP~ Pass123S,

A3 MVC 2R, BIVIRRERS R “Za” BRI S.

L ETIM password
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Home Page - MvcClient X +

< C @ localhost:5002 & %% © ] -3

OpenlD Connect MVC Client

® 2016 - MvcClient

TEW%AH E [ 2] ASP.NET Core Identity 5% BUTAT . {8 SE0RT 61 G I Fog -

143. {#f MVC ZEFIRER 75
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@ IdentityServerd X +

& C  @® localhost:5000/Account/Login?ReturnUrl=%2Fconnect¥%2Fauthorize%2Fcallback%3Fc... o & # © ® -8

@ |dentit

Login

Local Login External Login
Username Google

alice
Password

Remember My Login

The default users are alice/bob, password:
Pass123%

Login Cancel

G, BRAERIERNFEZIN. FEE, SRgEEmE MVC %P im R, M - IR
I
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- MycClient x +

& C (@ localhost:50

Claims

Call API using user token

sid
492bcabcbcbf9ffef329581e59d216eb
sub
00369d1f-60af-4040-98ce-cObdbbbda3al
idp

local

name

Alice Smith

given_name

Alice

family_name

Smith

website

http://alice.com

Properties

.AuthScheme

oidc

.sessionState

HpdJQR3uuabRKVCTXRFcET4INkwc-Xx86NndOhKhK g8 b7dofadf2ae7cb064862f363918d8f5e

OpenldConnect.Code.RedirectUri

http:/localhost:5002/signin-oidc

.checkSessionlFrame

http:/Mocalhost:5000/connect/checksession

.Token.access_token

eyJhbGeiOiJSUzIMNilsImtpZCIBIjRIYzkzNGQONTFEkM2JmNWU TN GQwNTgxNjhkYjAxNjgwliwidHlwljoiSIdUIND. ey JuYmYiOJETNDYx(
»

TR R A% BEMS il “Call API using application identity” DPAft3 i 18 ] API:
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- MycClient x +

& C @ localhost:5002/Home/CallApi @ % © ® -8

API| Response

{
“type": "nbf",
"value": "1546186688"

"type®: "exp",
"value": "1545198288"

"type": "iss™,
"value": "http://localhost:50888"

}s
{
"type": “aud”,
"value": "http://localhost:5808/resources”
i
“type": "aud",
"value": "apil”
1
"type": "client_id",
“value": "mvc”
}s
{
"type": "http://schemas.xmlsoap.org/ws/2085/85/identity/claims/nameidentifier”,

"value": "@8369d1f-68af-4848-98ce-c8bdbbbda3ag”

I

PAE, #IEAE IdentityServer F{§ ] 3k H ASP.NET Core Identity 4 Jf 7.

14.4 ROTHA?

WEABEAR P AR A3 LA U SRR AT TR L A LA BRI REAR S DL . IS Ve R B A EAR sl D i) — (R 2
TP, SR E A UL AR, DA AH] BEI A Visual Studio ASP.NET Core Identity HiAf Hh 3545 i HoAth
PIZS

YTl i ASP.NET Core Identity (145 Fp 2R AN vk, FATHBAR R NP ALX ST, N X Tl
ASP.NET Core Identity W1fa] T{E43 EU5 47, PAMERF X ST gE A BN g mi H e s, ] PAEET Visual
Studio ASP.NET Core Identity BARBIZE— I H , I G0 B g AT TEHY IdentityServer T FEFS N
FiZWiH .
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Startup

IdentityServer J& *P[A)(FAIAR ST HO L A A TG ELARE LR JE B 2 v 52 o

151 EERS

43T DA 1< JH 6 TdentityServer IR 45 75113 DI £%;:

public void ConfigureServices (IServiceCollection services)

{

var builder = services.AddIdentityServer();

}

FET AR A B R b A OGRI R E R, SR E,
BCRFIR ]~ builder X4, %X 5 AT VFZ B IR 55 00 R T ik

15.2 EAM#H

IdentityServer 7 #3 X.509 {IFf  (JE LG SCAFIN) Windows E-BIEAERIT] ) . RSA Z54H AN T T2 W25 44 FlLsIE
(1) EC %4 . BB AR E —4 (RAR) 245, B4 RS256. RS384, RS512, PS256. PS384,
PS512, ES256. ES384 m ES512,

T DABEFF DA I B A TR
+ AddSigningCredential Vil 1A HH], s O MBOI/ TN R ULHTE IR

79
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* AddDeveloperSigningCredential 7r/SaliiRf Q@ISR REXITF AT BIARE O
T BRI ARIAEAR L S

* AddvalidationKey NI TUIUEAVE S EANTRH RS R UES B , IFF BARTE R B
(LR

15.3 NEEEFiE

£ Fh “in-memory” Ft B API 24 M PFEH B BLE X 451 FEic B IdentityServer, 13X 4% “in-memory” £ 1] PAYE
FOAE I AR P TRE SRS, L mT DAAEC B S s s e sh 7S mak . (H, IR, XSS UELE
VAR R S =il Re =

XLERCE APL O EFE T RS, ARSI, N S a4 T I Sl S i et A DA SR B 2
Bl WARACEMRDES, SR S R R 2 YRR H AT, AR EAE 2t v fiE
TS5

e AddInMemoryClients £ T Client B E XN 2 W NHFE HF FE N IClientStore Fi
ICorsPolicyService SEH,

* AddInMemoryIdentityResources i T° IdentityResource Bt & X% W W 1 &£ & B
IResourceStore SLH,

* AddInMemoryApiScopes }T ApiScope FLEXRNETESGHNMN IResourceStore L,

¢ AddInMemoryApiResources AT ApiResource Wl EXREINFE G HM IResourceStore 5L
.

15.4 Jlid & fif

TestUser Z54F IdentityServer W 5%f ] . AT SR A S HH A7 7L . TestUser 24T “in-memory”
TAE R, e TR, ARSI AEEA i ] TestUser,

* AddTestUsers } T TestUser SfEMESH N TestUserStore, TestUserStore HEMAMHL
HWATT UL . iBEMNT IProfileService il IResourceOwnerPasswordvalidator [
SEH.

15.5 FW5MAR S5

e AddExtensionGrantValidator HIH TP BN IExtensionGrantValidator ZZH,
* AddSecretParser NI T Fimel APL IR FEEN) ISecretParser SLH,

* AddSecretValidator il ISecretvValidator SEH, A THRIEFIEEMSEIER FimE API %R
o
JLIEO
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* AddResourceOwnerValidator 5/l IResourceOwnerPasswordvValidator SEH, HTIRIEE
R Y C R e it ) DR e/

* AddProfileService il IProfileService SLFLDAEZE R EH A € LA P B B L 44t
DefaultProfileService Rt TEHASEHL, Z LK T S E1E cookie 1 MHE S g rh
KA ME—FEEH R

* AddAuthorizeInteractionResponseGenerator ¥/l IAuthorizelInteractionResponseGenerator
SEEL, DAHE & AU A2, DUEFE I ) R AR R BSR . [REEAE A B ST
TR UL B, AuthorizeInteractionResponseGenerator B3Rt TEGASCEL, RILan
RETERNRINE TR, 5 BRI IR .

e AddCustomAuthorizeRequestValidator #5Jil ICustomAuthorizeRequestValidator 2L
M, PAEB AU B E SUE KRS EIE

* AddCustomTokenRequestValidator 5/l ICustomTokenRequestValidator SEH, PAHE XL
A R AL ) 3R S B0AIE

* AddRedirectUrivalidator il IRedirectUrivalidator 32, PAH & L E A URI KHIE.

» AddAppAuthRedirectUriValidator ¥SIN{F& “AppAuth” (JFA: N FFEFH) OAuth 2.0) B EE
] URLBGERS (FEA7 A& 08IE , (HH Ao i FH BE AL 1 /4 hep:/127.0.0.1)

* AddJwtBearerClientAuthentication RN ] JIWT bearer Wi = 1% F i B4 WrE 1 52 3¢ .

* AddMutualTlsSecretValidators A mutual TLS FEHl X509 S54HIGIF#% .

15.6 &%

IdentityServer Z8 % {1 1] % P i AUS R AL B BRI 0k Se g5 de 2 MBS e sl LA /NS AE k1, IR 20 %
M TN A R R T R AR B
* AddInMemoryCaching Zfi f] NHHAMEMZAE, WAHE DI i} ICache<T> HSEEL. It API
WM T —A~ T ASP.NET Core ) MemoryCache HJERANIFF LI ICache<T> ,
e AddClientStoreCache Hffl—/> IClientStore HEMigssLI, BRI —4 Client FLEXEH
WA BATFREERTIA]AIE IdentityServerOptions™ " # " Caching it B0 P & .

* AddResourceStoreCache ¥ I} — 4~ IResourceStore 3 ffi #% 52 ¥, B ¥ 4t —
IdentityResource #l ApiResource B B X 21 N IFE S 1F. %47 2w 8] o] 1F
IdentityServerOptions' " #] ° Caching ErEIEITPEE,

* AddCorsPolicyCache #/Jl—/> ICorsPolicyService MHIfgssLPl, ¥ 4id CORS SFEIEAR 55 7
fHEE R NFGAE . BAFFFEEN A A IdentityServerOptions™ " # ° Caching [ &%
T E

ATLAIE 4 F 5 XA

15.6. &% 81
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BRINGAFMAI T ICache<T> LB, QAREAE MR ERCE NS H & LRAATH, ERLIERBEA RS
=2 Al

ICache<T> A B BN LRI T NET #2451 IMemoryCache #11 (fll MemoryCache SZHL) . SR A%
HHEXWFRAAT R, ET AR A RS IMemoryCache SEHL,

15.7 BEEEE

H 2205 33 R K 1dentityServer 8N 2 &0 -

public void Configure (IApplicationBuilder app)

{
app.UseldentityServer();

s UseIdentityServer f#EX} UseAuthentication WYIEH, KA EBEAXFHAE -

Hh A AN T B
TR, WUPAEEE P ARE R B, SRS R SR SR BN UL HEZRZ BRI IdentitySever,
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cHAPTER 106

EXFR

OpenID Connect/OAuth 4 45 2 T A R R Ve ISR .
IdentityServer tf1 [ Ff B AR VYK T 2 -
- identity resources: L3 il FUGREHT, MR P ID. RRAFR. B THSPEERES -

* APIresources: LR FAHE YT FIAIIAE. W, EARET HTTP B (345 APL), fHHLAT DU
LB i A i

M DA CH# X GAR B G U —— MBI A7 N3 B 1. IResourceStore AL IIAL P X 4
RGN o XFFASCRY, FRATEEH A St

16.1 HH5R

S etilioe—day 2 REN, T DABEH scope ZRIEATIEK -

OpenID Connect HL{ 71U 1 JLAMRHETE R 24 AR R P 2SR, BT REXTH M R T, BT AR
HHSBATEN]

Horp 2z —SeBR FIESRHIPER), openid JEIE, B & IFFEHETE L0 i HakR Al *sub® (subject id) FEH.

R AU H E X openid i [l 177 5

83
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public static IEnumerable<IdentityResource> GetIdentityResources()
{
return new List<IdentityResource>
{
new IdentityResource (
name: "openid",
userClaims: new([] { "sub" },
displayName: "B B P A2 4™
bi

(i T2 TS AR S 22—, T DA H iy

public static IEnumerable<IdentityResource> GetIdentityResources ()
{

return new List<IdentityResource>

{

new IdentityResources.OpenId()

bi

{Efi#: A% IdentityResource MHEZ(EE, WEHSH T

PATR R BISES T %48 profile ¥ H E LB UM BTIR, EFRB/RAHR HLT BB PFHLb A R 3 75 B

public static IEnumerable<IdentityResource> GetIdentityResources ()
{
return new List<IdentityResource>
{
new IdentityResource (
name: "profile",
userClaims: new([] { "name", "email", "website" },
displayName: " /& &5 I A% 403E™)
i

S XHIRG, BRI PAE AllowedScopes I (AW HANENE) REHAT AR EZ T 1 e

var client = new Client

{
ClientId = "client",

AllowedScopes = { "openid", "profile" }

(Rt
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bi

IRIG % P ] DAGE T scope SR RYTI (FLMbSHEms)

https://demo.identityserver.io/connect/authorize?client_id=client&scope=openid profile

IdentityServer & J5 i ] scope £ PRI G KA AR R, IR H 2 ALY profile service ) SEP]

16.2 APIs

i) APL KT AR TS/ {ES . 1dentityServer B T BEIREAC A Y AEARLE A

JEUGH OAuth 2.0 HLTE HA scope MRS, B IRRE SCHE iR i FEEE . WEAR LR, scope 2402
— SRR A T SR E S 3L

FEEEINARG T, BH S5 resource WA S . XA REZ B N a2 5 APL. Juadk, 44~ API A AE
HA5 scope, KU scope RJBESZIRTTIRMA ), 1KLL scope T B2 LAY,

TEFRATT B SR B scopes FHAR, SRIGFRATIIGFE & resources Q[ Hi B #4 7 scopes.

16.2.1 Scopes

EFRATT L B AR VG AT R T S AN HBARAE read. write | delete 1) 255 .
AT PAME ] ApiScope 8@ LEAT:

public static IEnumerable<ApiScope> GetApiScopes ()
{

return new List<ApiScope>

{

~

new ApiScope (name: "read", displayName: "¢ BU & By # . "

n

~

new ApiScope (name: "write", displayName: "5 N\ & B % 4% .
new ApiScope (name: "delete", displayName: "R EHmEE. ™
bi

IRIG . TEATRANS scopes JMRCZa 2R o, 1A 40:

var webViewer = new Client

{

ClientId = "web_viewer",

AllowedScopes = { "openid", "profile", "read" }

bi

(Rt
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var mobileApp = new Client

{
ClientId = "mobile_app",

AllowedScopes = { "openid", "profile", "read", "write", "delete" }

16.2.2 EF Scopes B93%

MK FiE K scope (I H.iZ scope J& il I Be B ALV, AN 2 R =4 ) B, 1% scope WEXHE R scope
RARE A SR R SR (FFIWT f1E4 ), Flan:

{

"typ": "at+jwt"
.
{
"client_id": "mobile_app",
"sub": "123",
"scope": "read write delete"

V7 A2 L (8 FH 3 T DA % R A il DR S B _E ARV i 8 AR B P 2 i

TEfR: TEIERL, scope UM THANE i A Fo IOW ——write scope FRvF% i i J1 -5 2 AH K 1)
Tifg. B2, & ImiR e RE R AES AR T Ul RO . X NESM A P RO B B R 2
#, AUETE OAuth 1.

BTLATEIL A scope HSRIRAHAFE WA M P EZ B0 EE. PATT scope & LHIFECE AL,
BT write scope I, N user_level 7 BATRANE 15 1< i

var writeScope = new ApiScope (
name: "write",
displayName: "5 N\ &y 4. ",

userClaims: new[] { "user_level" });

X EHF user_level FRWIVEN KA PRI S22 1845 profile service, DATET )4 i) G712 1T RARE T e i A4
BB 55 AR R -

TR AL scope AR, RS [ AT aud (5ZAK) FEH, BCMHARSAIE T . WERERRE aud 75
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B, MSAIDATERES S EmitStaticAudience %8 . X¥fPA issuer_name/resources #i 4 HH aud
PR SR AT s ] aud FSBH, i API resources.

16.2.3 &#4{t Scopes

BB} scopes EFEEMZER, BlUn, scope LFRHEMINESEL: transaction:id B, read_patient.patientid .

FEXFEOLT, e — B SRR scope FHAFIRAFR AR P, (HI MR — Lo Rz
Frif ] IscopeParser # N Bl I BRIN L BLIRAE SR AFHT scope YZEH, Bil4n:

public class ParameterizedScopeParser : DefaultScopeParser

{
public ParameterizedScopeParser (ILogger<DefaultScopeParser> logger) : base (logger)
{
}

public override void ParseScopeValue (ParseScopeContext scopeContext)

{

const string transactionScopeName = "transaction";
const string separator = ":";

const string transactionScopePrefix = transactionScopeName + separator;

var scopeValue = scopeContext.RawValue;

if (scopeValue.StartsWith (transactionScopePrefix))
{
// HENXE W scope k1T “transaction:something”
var parts = scopeValue.Split (separator, StringSplitOptions.
—RemoveEmptyEntries) ;
if (parts.Length == 2)
{

scopeContext.SetParsedValues (transactionScopeName, parts[1]);

scopeContext.SetError ("transaction scope # /» transaction Z#{A");

}
else if (scopeValue != transactionScopeName)
{

// HENXE W scope A 1% “transaction”

base.ParseScopeValue (scopeContext) ;
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else

// HENX B W scope_
e 3 £ “transaction” , W AR KMNABR T EeHET R ea e EERY

scopeContext.SetIgnore();

—~

SRS, ST DA )RR I H AT, A, FERCE SCPRARSS

public class HostProfileService : IProfileService

{

public override async Task GetProfileDataAsync (ProfileDataRequestContext context)

{

var transaction = context.RequestedResources.ParsedScopes.FirstOrDefault (x =>_
—X.ParsedName == "transaction");

if (transaction?.ParsedParameter != null)

{

context.IssuedClaims.Add (new Claim("transaction_id", transaction.

—ParsedParameter)) ;

}

16.2.4 API Resources

2 AP RHIAZFF RIS, TR B — A BLRY scope SR AT RESR AN FIATHY o

BTG | AR Rl 4 2518 R 4140 scope #47%, IFEAENRF BN GTE EH PG LB AN L5,
BT 2 84 audience FEW] . AT RIS 2B F 2SR A [R] scope ZFRAYIE DL, 1A I EX ATt i
GLHF scope 5 i BHIR PR S o

1 IdentityServer H1, ApiResource FEAVF—LLAAMYLHL . 1EFRATHHPAT scope & -

public static IEnumerable<ApiScope> GetApiScopes ()
{
return new List<ApiScope>
{
// K E API ¥ H W scopes
new ApiScope (name: "invoice.read", displayName: " e Wk E,

new ApiScope (name: "invoice.pay", displayName: ";{ T A E, ,

(R
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// % P API % H W scopes
new ApiScope (name: "customer.read", displayName: "#E B AW EX FfEE. ™),
new ApiScope (name: "customer.contact", displayName: "A U B ZLEWE L Z—. "),

// £ F scope
new ApiScope (name: "manage", displayName: "t A Efn Z p A/ G E G E L")
bi

fiil ApiResource , EIFERT AR @A Z 5 APT K HXT [ scope:

public static readonly IEnumerable<ApiResource> GetApiResources ()

{
return new List<ApiResource>
{
new ApiResource ("invoice", "X Z API")
{
Scopes = { "invoice.read", "invoice.pay", "manage" }
I
new ApiResource ("customer", "EF API")
{
Scopes = { "customer.read", "customer.contact", "manage" }
}
i
}

(1] APT B 43 21 AT AR S AT M n 2y g
XHE IWT aud 5. audience FEE]ERF & APL TR 445K
SCRAETAT B3 1Y scopes IR IE A A=
o BRI AP BIR SR B
o SCRER YR BT I 2 A 44 S
WFRATE T FR IR E SR B 1 2

%% P 2R invoice.read Fil invoice.pay:

{
"typ": "at+jwt"

b

{
"client_id": "client",
"sub": "123",

(Rt
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"aud": "invoice",

"scope": "invoice.read invoice.pay"

% PR invoice.read #l1 customer.read:

{
"typ": "at+jwt"
.
{
"client_id": "client",
"sub": "123",
"aud": [ "invoice", "customer" ]
"scope": "invoice.read customer.read"
}
% iR manage:
{
"typ": "at+jwt"
.
{
"client_id": "client",
"sub": "123",
"aud": [ "invoice", "customer" ]
"scope": "manage"
}

16.2.5 T3 v4 HEE

W EFHE, M ova IHiR, scope A H CIE X, AT DAVERE resource 5. 7 v4 ZHil, scopes IHA AL ST
resource 1,

R v4, BFEEPR S scope Fll resource VM, BEE E AL EMA scope  (fl AN, f#HH
AddInMemoryApiScopes J73%) , SRJGTEM API resources (UISEA) . #RJ5 API resources 4% 44 F35|
HFJE RN scope.
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EXE i

& P SR ] DU R TdentityServer 53Rk 4B Y R .
RS A RHEE, (ELGOE 2 % P AR 3 :
o PfE—% i ID
« ] (IRTFEMIE)
o RS ORIRSFHACE. (FRAEFER)
o BRI/ A R AR B A (FRAEESE 18] URI)
* FUVFE TR scopes (3{44 resources) 3%

W AEizfTi), i IclientStore MSEIRIGRE . X ARVFMAT AR (ANFECE SO R )
IEEAT XRTASCRY, ATKEE P AR . Tl AddInMemoryClients ¥k
¥E ConfigureServices P& NIEEE.
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171 FE AR F2REIAR B[/ EEHE iR

BRI T, WA AP AE— s (LA ) M35 APL (34 scope) iif3:

public class Clients

{

public static IEnumerable<Client> Get ()
{
return new List<Client>
{
new Client

{
ClientId = "service.client",

ClientSecrets = { new Secret ("secret".Sha256()) 1},

AllowedGrantTypes = GrantTypes.ClientCredentials,
AllowedScopes = { "apil", "apiZ2.read_only" }

}i

17.2 EXLAFERZHRIEFIEFE APl KRl X EXMAERF

SZHANHAET (Bl Web W R 805 R SR 3 ) R A 7 (T AU e . MR A R i (2
bk, PEATIR - ROGED 5 iR E R A5 OF RSB 25

var interactiveClient = new Client

{

ClientId = "interactive",

AllowedGrantTypes = GrantTypes.Code,

AllowOfflineAccess = true,

ClientSecrets = { new Secret ("secret".Sha256()) 1},

RedirectUris = { "http://localhost:21402/signin-oidc" 1},
PostLogoutRedirectUris = { "http://localhost:21402/" 1},
FrontChannelLogoutUri = "http://localhost:21402/signout-oidc",
AllowedScopes =

{
IdentityServerConstants.StandardScopes.Openld,

(Qi¥iE3)
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IdentityServerConstants.StandardScopes.Profile,

IdentityServerConstants.StandardScopes.Email,

"apil", "api2.read_only"
by

bi

1M TS grant types T, 1A KR E P omide BE IR R B AR 25 B

17.3 £ appsettings.json $5E L & i

AddInMemoryClients ¥ @ik XM ASP.NET Core it & SCAFERINE P 13X A S EL 2 M appset-
tings.json Ui SCGEASEE P i

"IdentityServer": {
"IssuerUri": "urn:sso.company.com",
"Clients": [
{
"Enabled": true,

"ClientId": "local-dev",
"ClientName": "Local Development",
"ClientSecrets": [ { "Value": "<#F N4 # 4 Base64 F {5 B % 4 ) Sha256 ¥ F>" }
= 1,
"AllowedGrantTypes": [ "client_credentials" ],
"AllowedScopes": [ "apil" 1,
}
]
¥

I JERFIC L R A% 845 AddInMemoryClients Jrk:

AddInMemoryClients (configuration.GetSection ("IdentityServer:Clients"))
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cHAPTER 18

A7 ik IdentityServer A3 F Pl A& SR, %M Pl 2 5% 3] IdentityServer

18.1 Cookie jAIE

il ti ASP.NET Core {J cookie S /35611 A HFR 2 FEY) cookie PR i By B0AIE o

IdentityServer 71/} ¥ W4~ cookie AbPRRRF (— AN TS OySuE2is, 55— A TR cookie) .
AR T EREN, WRERFHFIHEN, LA IdentityServerConstants %
(DefaultCookieAuthenticationScheme fl ExternalCookieAuthenticationScheme ) H1

PRENIZ IR

LA TFFIXEE cookie FRIEAL E (AN 8 ), (BAREFTFEE 20, GrT A B 2 /) cookie ALFRAEFT .
2 [l sk H ASP.NET Core H{] AddAuthentication B, IdentityServer {fi[f] 5 AuthenticationOptions
B R DefaultAuthenticateScheme FHVLEL T cookie ALFHART .

1A B T BBk cookie 2 A1, IdentityServer i & 1li—NAiLAME cookie, ERINAAFRA “idsrv.session”.
cookie JRA4= H T B HIIRIIE cookie, ‘& T iE 4t A Tl ¥ 204 JavaScript P 3% WA G A . 5 S0
Bk cookie LRAF[RI: , HTE M LS IR -
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18.2 &= cookie {MBIEFEIE

MRS B B C ) cookie B IIEANFIRERE , LA H CLlC B & . X A7E DI Hi: i} IdentityServer (i
] AddIdentityServer) ZJ5AE ConfigureServices FI5EL. Hll:

services.AddIdentityServer ()
.AddInMemoryClients (Clients.Get ())
.AddInMemoryIdentityResources (Resources.GetIdentityResources())
.AddInMemoryApiResources (Resources.GetApiResources())
.AddDeveloperSigningCredential ()

.AddTestUsers (TestUsers.Users);

services.AddAuthentication ("MyCookie™)
.AddCookie ("MyCookie", options =>

{
options.ExpireTimeSpan = ...;

)i

i i IdentityServer fff J H & X F % (B & % # IdentityServerConstants.
DefaultCookieAuthenticationScheme) ¥EHN#BIE M AddAuthentication fll AddCookie, HIEE
BHREANT, B AddTIdentityServer Z JE#HATHIF AT .

18.3 ERAFPSENSHERRS

IdentityServer AFEHEAT [T i1 B Oy gk i) i P i s P88 e - X2 f H OV IRR I BOT A 2K 78
WEREHFE DA UL (5%, 8. RSB B, ETAEHBRATHY Dok Al] UL

P ] UL AR N AFECE X P A T S B IE o S mT DAGE FH X LS ) P A 1) 1 TR A SR SR 4 2657 . 3%
fITG i Jl ASP.NET Identity ()75 o

184 ZRIT{ERE

24 IdentityServer 75352 A5 i i W =K HUF PRI A B 0y B b, B P 5 i 1) 381 T 5 P 5 SR DL T o T3S 20T
Widik R _Ff UserInteraction & E (BRIAH /account /login) RF8 55 T 1 ) B8 1245241 IdentityServer .
Pz —A returnUrl S50, EAEWERIE, —HESRTEM, PN 2 W) 2% L1 -
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ASP.NET Core Application

2) flogin?returnUrl=fauthorize?...
w (7 N)
o
—

logout
Your code

\ J
authorize ( )

Client / token IdentityServer
discovery middleware

1) https://server/authorize?... “ y

Ifﬁ? it returnUrl SHOEHER HHECEE YT BZIIE returnUrl F80& ARPT A R ALE .
1525 API | interaction service PAIGIE returnUrl S5,

18.5 ZRLETIL

ET@E"J%‘%E‘IEL, Q'Efﬁlé S XA K T SCHE B R SRSk (51N P i %Eﬂjf%ﬁl IdP
NEYHABNES ) . X2l interaction service ) GetAuthorizationContextAsync API #2{tH

18.6 i A& cookie F1/=HH

ASP.NET Core [f] HttpContext A5 GO MY RIVE, JHT & H B KAE cookie HikH k.
I S0y 50IE T S0 5 T I 1 cookie ALFRAZIF TR (W 130).

MBS PR, SRR —4 sub BEHEFI— name 7R, IdentityServer iA7E HttpContext 32t T
— & SignInAsync ?}L %ﬁ?ﬁ, DA H S

(ST DARERE G i 3 ap P (T 4 GMRE4 2 F5). amr A0 (FIF SR 2 GYAE 7 7%) FVEK auth_time
P T4 TERTR P S RE) . SR ARBR AR, 1) IdentityServer 43R BLERIA(EL.
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cHAPTER 19

ERMISMRHREER

ASP.NET Core A —fit R & B T AR BEANT B Bk X3 KL IR

T ARG A /& ASP.NET Identity, 1722 IGZ 5 AR 15X O U /2 By . BEGA 7132 Microsoft S
4 3347 ASP.NET Identity Heig A 17,

19.1 5N ERIR R RS (IS IE AR IE PR

55 AR K e B M SE BT B 7E authentication handler W . —SSHAILFT 6 F LA # (5170 Facebook
LA ATHRAER ), R AR UHEYMAL, 340 OpenID Connect, WS-Federation 5, SAML2p.

A KA B Oy S A B e U, TE SRR AT

19.2 Cookie B9

S By B AL PR P (Y — AR SignInScheme, fBI4N:

services.AddAuthentication ()
.AddGoogle ("Google", options =>
{
options.SignInScheme = "¥ {# H By cookie A F L F F E";

(N IUERED)
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options.ClientId = "...";
options.ClientSecret = "...";

b

BORN BRI B IR A7 A MER B B8R4 S Y cookie AMFERRFHIZAFR, BN, BANBEMLRE KL, X
E), PENFERSE AN S I uE B2 B, W S LA EE W .

BT X g — FhE WA, IdentityServer %] A I AR B AR AL AR i TAE W M T — 4> cookie 4b #FE
Fo % %A IdentityServerConstants.ExternalCookieAuthenticationScheme HEHER.
an SR AT RS cookie AbPRAEFF, HBA X F LI SignInScheme, $5FE 2 FHEH 4 Bl N

IdentityServerConstants.ExternalCookieAuthenticationScheme % i:

services.AddAuthentication ()
.AddGoogle ("Google", options =>
{
options.SignInScheme = IdentityServerConstants.

—ExternalCookieAuthenticationScheme;

options.ClientId = "...";
options.ClientSecret = "...";

H)

G AN B C R E E X cookie ZEBRREFF, IR FR:

services.AddAuthentication ()
.AddCookie ("1 Hy & & L H E™)
.AddGoogle ("Google", options =>
{

"fRE R X TR

options.SignInScheme

options.ClientId = "...";

options.ClientSecret oLy

MR X TRRY S, k] DARERR AN cookie BLA, REAMTSH P B AE K3 T cookie ABEAEY . X
L Ab PR AL BRRE P BRI, DARROR TSR S 03 PRI T IE A Y P W A
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19.3 fill & 538 IREEFF

#m] DA HitpContext F ) ChallengeAsync F &5 ¥ (8{flifl MVC ChallengeResult) 4N BE
B UE AL BEAR T

I A B — e PRI AL 2 45 challenge 41, Bl AN [ WO I B AR MR AL E RO 8K, Bt

var callbackUrl = Url.Action("ExternallLoginCallback");

var props = new AuthenticationProperties
{
RedirectUri = callbackUrl,

Items =

{
{ "scheme", provider },

{ "returnUrl", returnUrl }

bi

return Challenge (provider, props);

19.4 AMBEEIEHERAF

eI b, GRS
o KA MR A R ) By .
o PUEAMR %M AT ACIE . AR T IR 2 m T PSS, X ATRES A BT .
BRI PAER SRV E N Z AT RE TR EEA S M A TN UL
o W RES R — N EER B SN AL BT T ik
o TR EARZLOR B 1 SN I
o I cookie
o BIRMP
KA SR L B

// Ml B cookie B BUSHE & i
var result = await HttpContext.AuthenticateAsync (IdentityServerConstants.
—ExternalCookieAuthenticationScheme) ;
if (result?.Succeeded != true)
{
throw new Exception ("4 # A E 4532 ™);

(Rt
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}
/) B RISNHA P F Y
var externalUser = result.Principal;
if (externalUser == null)
{

throw new Exception ("4 3 A iE & & ") ;
}
/) BERSNEA W EHN
var claims = externalUser.Claims.ToList ();
/B RBENTRA P HE— ID —— RELHFH LA R sub F WA Nameldentifier,
/) BRBRBATHREESE, TRHFEAE M —LFEH XA
var userIdClaim = claims.FirstOrDefault (x => x.Type == JwtClaimTypes.Subject);
if (userIdClaim == null)
{

userIdClaim = claims.FirstOrDefault (x => x.Type == ClaimTypes.NamelIdentifier);
}
if (userIdClaim == null)
{

throw new Exception (" 3k %1 userid");
}
var externalUserId = userIdClaim.Value;
var externalProvider = userIdClaim.Issuer;
// {# H externalProvider #1 externalUserId TH KW HF, S BHE H H F
T PIRE 5K:
/AR P A A WAE cookie
await HttpContext.SignInAsync (new IdentityServerUser (user.SubjectId) {

DisplayName = user.Username,

IdentityProvider = provider,

AdditionalClaims = additionalClaims,

AuthenticationTime = DateTime.Now
)i
/7 MR A A & 4 3 3E B A R B I AP cookie
await HttpContext.SignOutAsync (IdentityServerConstants.
—ExternalCookieAuthenticationScheme) ;
// BAERE URL FEEMERA R ARAHAET

Q)
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if (_interaction.IsValidReturnUrl (returnUrl) || Url.IsLocalUrl (returnUrl))

{

return Redirect (returnUrl);

return Redirect ("~/");

19.5 X% . URL E# ISecureDataFormat

2 ) B MR R I TSR AT, ok B & m R PR U AN A FAT IR . XEWETE B P
R SCRSIE O B B3I PR )% P B R . P2, {24E OpenID Connect, FVFRF3EFIRSAE A
SRR R —TB L8, B P RAEm Y R B2 RS . ASP.NET Core #2311 OpenID Connect £f
By EAL PR R T M — e, 1O B FIA returnUrl Rtk .

TE SR SECT ARSI F) U2 37 5K URL W] AR5 K GBI 2000 S5 45 114 LR 1 ) . OpenID Connect £
OB VAL IR WA T — T R SRR AS B I d et TSR b sk URL o, {5y
PLEITSEI ISecureDataFormat<AuthenticationProperties> 34 OpenldConnectOptions & &
K H L.

SRy E, IdentityServer S EARAL T —ANSCEL, thtE DI B FHEMAY IDistributedCache SEFL L FE (i
WFRHER MemoryDistributedCache) . 2i#i [ IdentityServer #2 L Ze A8 RAE R LT, HEAERE DI
BE ] IServiceCollection ) AddoidcStateDataFormatterCache ¥ B . WMREHEEES
¥, A2 A ELE ) OpenID Connect AbFRFE T4 i TdentityServer $ {122 44 X 5L 21

public void ConfigureServices (IServiceCollection services)
{
// BB OpenIdConnect BB F UK RAESHIHFANEMSE 3% IDistributedCache,

services.AddOidcStateDataFormatterCache () ;

services.AddAuthentication ()
.AddOpenIdConnect ("demoidsrv", "IdentityServer", options =>
{
V2R
})
.AddOpenIdConnect ("aad", "Azure AD", options =>
{
/S
})
.AddOpenIdConnect ("adfs", "ADEFS", options =>
{
V2R
P i

Qi3]

19.5. k7. URL {E%0 ISecureDataFormat 103
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WA BCERE R T 58, WX L8 T7 A0 S 4% id:

{

public void ConfigureServices (IServiceCollection services)

// B E OpenIdConnect A B E)F NHKAS K EFH AN B M % %% IDistributedCache,

services.AddOidcStateDataFormatterCache ("aad", "demoidsrv");

services.AddAuthentication ()

.AddOpenIdConnect ("demoidsrv", "IdentityServer", options =>

{
//
H)
.AddOpenIdConnect ("aad", "Azure AD", options =>
{
//
})
.AddOpenIdConnect ("adfs", "ADFS", options =>
{
//

)i

104
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cHAPTER 20

Windows 544338 3F

#sm] DA 3 2 Fh 5 XA ASP.NET Core (DA J% IdentityServer) /= A Windows B4 I6E .
* 7E Windows [{fi ] IS 4645 (HERR N FIPERESH)
* JE Windows [ {ifi § HTTP.SYS 445

o TEARATRE R Sy AL BRSSP 19 b (FE ASP.NET Core 3.0 HHi55 1)

MR TATAH TS RSO ARG SCRAMUH Dok, 384T —4> PR 4!

20.1 #EEA 1IS £E/9 Windows |

WIEEAE IS Jipst, BLBfY) CreateDefaultBuilder EHLRE L E T IS 1) Windows S KAE . HaliAr
launchSettings. json B AH) IS Bl & H B T Windows S IEIE .

IS He = 25 Windows B (77 5k A- PIAR F i B0 21 W] o 1k B 03 Bk A 55 8 1 i DI e @ %5 7E IdentityServer
b, IS AT .

XJEAE ConfigureServices HEEMHY (FEAI(E B T HERE N S HERRAMER)

// BE I11s #HEHNEKE (S5 N https://github.com/aspnet/AspNetCore/issues/14882)
services.Configure<IISOptions> (iis =>
{

iis.AuthenticationDisplayName = "Windows";

(Rt
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iis.AutomaticAuthentication = false;

)i

// L HEE TIS #EARE
services.Configure<IISServerOptions> (iis =>
{
iis.AuthenticationDisplayName = "Windows";
iis.AutomaticAuthentication = false;

)i

(AT AT AE Windows 7% I ChallengeAsync #fh% Windows EHUMRIE (B2 0S5 A8 (i o5 ik
Microsoft.AspNetCore.Server.IISIntegration.IISDefaults.AuthenticationScheme),
XK www-Authenticate ARk AR BEAS, RGN Yads R B MECY HiY URL, {35 Windows &) .
WMAHAE Windows & FIHA AuthenticateAsync H Hig[EH FA AN WindowsPrincipal B, 5
AT PAFIIKT Windows B3k {2 «

FHARHA H AL SID DA K Windows Mk 2 FRAE(E . PANAURD B s T AT fid & Sy g ik, G Rniizl
NPRHE S 554k temp-Cookie 7 iERIFRE ClaimsPrincipal:

private async Task<IActionResult> ChallengeWindowsAsync (string returnUrl)
{
// EERFCHR Windows &4 B i 3 A
var result = await HttpContext.AuthenticateAsync ("Windows");
if (result?.Principal is WindowsPrincipal wp)
{
/7 EATHK K W43 cookie,
// RERR P EE | E S EGRE,
// KR E, ¥ windows auth WA 5 E M H 43 & 4 36 3 AL 4 A4 F
var props = new AuthenticationProperties()
{
RedirectUri = Url.Action("Callback"),
Items =
{
{ "returnUrl", returnUrl },

{ "scheme", "Windows" },
bi
var id = new ClaimsIdentity ("Windows") ;

// sid & —MREF W T E
id.AddClaim (new Claim (JwtClaimTypes.Subject, wp.FindFirst (ClaimTypes.
—PrimarySid) .Value));

(N IUERED)
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(22 30
/KPP ARERNRELE T L RMH &K
id.AddClaim (new Claim (JwtClaimTypes.Name, wp.Identity.Name));
/SOBRWMAEAER —— WMRAKKRK, FAQ
var wi = wp.Identity as WindowsIdentity;
// KU SID BB R 4K
var groups = wi.Groups.Translate (typeof (NTAccount));
var roles = groups.Select(x => new Claim(JwtClaimTypes.Role, x.Value));
id.AddClaims (roles) ;
await HttpContext.SignInAsync (
IdentityServerConstants.ExternalCookieAuthenticationScheme,
new ClaimsPrincipal (id),
props) ;
return Redirect (props.RedirectUri);
}
else
{
// #h &k windows auth
// 4 windows auth R X & & W uri,
// 4 EAIH A challenge Hf 2 E 3 ik X X 4~ URL
return Challenge ("Windows");
}
}
20.1. 7E{EM IS I£&E/Y Windows L 107
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CHAPTER 2 1

M

TE8 IdentityServer B MIER S 335k cookie —FERER, (Hig BT SAYIR AR, AR [ERFH
MBI R (LR RIS A5 At) hiE.

21.1 MR {23&1E cookie

TR B3 BIE cookie, HFETE HttpContext L] SignOutAsync A, GO A MMy
% (] IdentityServerConstants.DefaultCookieAuthenticationScheme $2fi, FIFEE H L
v

E) :

await HttpContext.SignOutAsync (IdentityServerConstants.

—DefaultCookieAuthenticationScheme) ;

o ST A ] TdentityServer S0 EGEY R TTIA:

await HttpContext.SignOutAsync () ;

HWff: WH, GOSN PR (EWRETRZE POST), Ity n] fE 2 AE B2 YRS 0w, A5
HUH P B BhiEey.
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21.2 BHEFIRARPEEHE

VI BRI —TAY 0 S B 3 VP PP LY WentityServer SRS 2000 P38 (1
WIMVC) ) I B, TR B P (BT MVC) 9 it B, DA AET W1V 2810 TavaScript
P (40 SPA, React, Angular £8) [ £x 35570 $I30.

1 3 SR S IR 5% 25 i 2% ) i

S S AT R P T o R B P P, dentityServer 1§16 48 T A4 2 30—
<iframe> PASEAZ i P EER. A BIEEA % LA E FrontChannellogoutUri FiLHE
fii. IdentityServer BREZH] 1858 TWFEEE P, IFfE IIdentityServerInteractionService (##1%)
RAET—A 4 GetLogoutContextAsync ) APL, It API iR [E]—/~Hr A SignOut IFrameUrl [EIEH]
LogoutRequest X4, EAHEESTTRIAIR L Z2IE] <iframe> 1,

i i 58 S IR 5% 65 B 2 ) i

BLIE 1 e i YA RV MR S5 A A P B AR RS P, WTRAET] IBackChannelLogoutService fijk
% o MEEAITESH TURDE L HetpContext . SignoutAsync MERT 7 HY B35k cookie i, IdentityServer
Y s LIRSS . A UL RE A % a5 B BackChannelLogoutUri it B{H.

HT-PYLZN ) JavaScript %5 )i

S AR USRI, 1 WentityServer o, GORTREACA A EARIO T AT AT 2 1 )
S, HE, Bkt check_session_iframe W4T I35, X2 H oide-client JavaScript J7E SZIRAY

21.3 HEFiENAERFAEEH

QSRR 2 F & P b AR T AR, IR i B TR P ) B 45 R 205 S SR T s AL B
A B B A ) B B U AR e — RS (AN, R P R R A S e I urd) o HRIRAS R iR
MYEES A H, HF HAZRESARIRATIT logoutld Z4501% 126 3 144 T TH -

X AR S B GetLogoutContextAsync API o] T HI#EALT . ¥ LogoutRequest Fif | 2%
BRIY/Z ShowSignoutPrompt , ‘BF/RTEHIEKER Tl A Ik, FIHATRH T ELen.

BOATEOL T, BORESAEiEE Logout Td fEAEEI Z AR BARESHAUEA T BE . AR A BEAE A A il o
FEB DU 2 A A A, IR AT ASEEL IMessageStore<LogoutMessage> H1E DI LM LB,
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CHAPTER 22

ESHMNER SRR A

M 7 IdentityServer 245 I, QISRABATGEA] 19037 F 042 BE ) K558, WUAR AT REIE Y% F5- AL T T 1 1)
BONRALRT . AT SNSRI SRR, ORI T AT SR R SCRIZD RE -

T I 5 a6 200 o 1) B AR B U B A R AREA TV B, 38 42 8L o JTJ7E IdentityServer [f) cookie H1 % i 1)
idp FHRSERY . E 3 R B AR A B B 3 B ik (] AuthenticationScheme, FEVEESHT,
R R I DA T e 75 75 2 MIRYE B

HTIEEVEH TAERC SR ARSI, s - 2 m 2 SR S P 2 8 . 588 Iden-
tityServer [ IE VA AING B AR I ME— VA2, ASMNER S Oy S HE Rl sRAE B8 5, RF T P 25 ) [1] Tdenti-
tyServer. FAEFTA SMEBIALRTER SIAER G EE 0], A He T B SR SR Zh g «

HERY I AR IR AR 2404, TdentityServer Y By BRAIE cookie, AR5 5 5E ] B35 R 4 5 558 1) A AN 4L T
VA i O ) B ORAR e A AR EEEPIRES (B LogoutT1d Z40(H) « BEAE MBI VLAY )5 57 1] ]
IdentityServer, il 41, 241# il ASP.NET Core f#] SignOutAsync API i}, )V¥E AuthenticationProperties
F{#if RedirectUri:

[HttpPost]
[ValidateAntiForgeryToken]
public async Task<IActionResult> Logout (LogoutInputModel model)
{
/S BI-ANMER, WEEHTEREEL T T4
var vmm = await _account.BuildLoggedOutViewModelAsync (model.LogoutId);

var user = HttpContext.User;

if (user?.Identity.IsAuthenticated == true)

(FTgkEh)
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// M B A H A IE cookie
await HttpContext.SignOutAsync () ;

/7 Bl R EHE S
await _events.RaiseAsync (new UserLogoutSuccessEvent (user.GetSubjectId(), user.
—GetName ()));
}

/S RERMESCFEAEALF AR RS H M AT H
if (vm.TriggerExternalSignout)

{
/) ME—-ANRE URL, WELHREHER PP EHEFEZ W E KA.
/7 B RATR T DL R R B R 4 AR

Url.Action("Logout", new { logoutId = wvm.LogoutId });

string url =

/7 Xk KB R | B b0 AR BT DL AT

return SignOut (new AuthenticationProperties { RedirectUri = url }, vm.

—ExternalAuthenticationScheme) ;

}

return View ("LoggedOut", wvm);

— BSR4, SRS EE [0k, TdentityServer _E Y IR F PR B AL BRI % AT, X 5 AL PR
logout Id HibAT A b B EE

112 Chapter 22. ;X5HMERS {n 1R B



CHAPTER 23

BiEH

WRETER 218 M T AN i SR L7 % 5% IdentityServer, S5 Fid i IdentityServer AN TAF LR %
AR FEHERT AR . 4 PR A, IdentityServer XUREE A, PAEE ] PALE A P34 IdentityServer F
BTG i i IdentityServer )N FAFEF .

HARFTA SNBSS Oy B BERTER SR B A4y, (H R B A B SR LR Bt — R L St g P ) P E e
B DLl A AR SR TE S AR SN B $2 AN R 0 3 45 DU ) <iframe> Wi, IdentityServer [ifi f5 a4
WAIEMFTA R (A Frk), 85 W2 PORIE SR IIE M INT B SR 0E R <iframe> Hiff & 8
Hlo

FEEEA A O — PR RS (5IEFRES ML) BIRFESE, BeAEEE KAE T IdentityServer H ) IE 3
A, B b, BN IdentityProvider 785/ IdentityServer = HLHERA — A S . X2 R A
AN B OB AL T BEAE AN RIS, F ELEES TR R0 AS [6] A s o

A X SR Z N I AR, WA BRRNEEE TS TERP A2 E 4, XEWRERNEL T
IdentityServer % F' s (K3 G5 0 o FRATLAUEEABEA S i Sl 0 RS, DA B0 SEBLEE S y B r 73 A A
3215 W) /2 IdentityServer © 2008 T AT . 243 K E A IdentityServer -1 1 4150 B 477 86 E $2 3L 17 1 4k 2
&7}, IdentityServer Xy llik 26 @2 TR A VEAITE K, WRE, BN A EM G ik ey 244 MIEL
<iframe>. fAiMiFZ, HINXFREGEEH.
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CHAPTER 24

— Pl UL PR R SR PSS I 5% o e R TR, IdentityServer F824— AN s AN By B LR 1 1

Ko
/ - Active Directory
-~ . - Azure AD/B2C
- Business Partner
\ - Social Identities..
Federation
Clients Gateway
ARG AT LR

o AR AR AR ERE— DR S (R56), FFHARTRE T A R B SN LR i I A VR A5
B XM T DA Il S O LR BRI R, 10 O SR S B AR Y

o BERTRARERIN S (RSN SR BRI ) — X TR T AR AT AR TS, 9 1] DAGRAP
TR R R P 2 X 2 AN AL R T BB H: B © AR 55 T e SE

o RZBOMRGEMERT R S0 — 4L E Y s A A W R —— P [l — > W S SR vpRd ok B S I rdy o |7 1t
7 A BRUABEAGR S A ek T3 S 15 B

o —SBRMEFIA SRR AR (B ER Bt ) —— R R SATE IR AP, & R] DARRSE SN S 3 A A1
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T )4 it

o —UEPR AIERTARE GO B M AT B B AR P Rl U B o N 3 T2 SNERER AL R 1 BN B AR Y« FENER, &
Al DR YE TR S AT R E W Y AR

o —UEIRAEES (] LA VM EOMARE G T T B M 56, B SR B

o SRR SR IRIE (ARRECANT) HE L — Ny, AR S G T R TR RE N, h
W BT MR PR TRGER) S0y, Il DA BB i 7oK

il IR A W ST DALE GO B O At Bt e T R . R P B R S L B
—, AT

241 1T

FATH Pk sl UL R TAT —283fE. S il 9h 3R F I Be i Heak N T] A o 3RRAE T 1Y SCRY.
o fAT DA 3 7] IdentityServer [N FH AR US40y 35 UEAG BRARE P B8 0% 410 B 4y B RS 19 52 8%

o BRI PAE P IAuthenticationSchemeProvider PAZgfE /7 A X LEARPFEALR . X FLIFAR
PE i SRR A 1 B0 28 22 PR A1) 5 SR T T

s AT H K o BCOE B A A VR DK T m A kR BB W AT M mo e gt wr (6

IdentityProviderRestrictions J@).
o A DA% i L) EnableLocalLogin JEMERAGUREH) UL @5 M 28 H P45 A .

o FATAIHREE AT UL @ d—k [ (35207 “AccountController” 25771 “ExternalLoginCallback”) kf&
196 BT AN B I UE T B o X SR RS T SR AL B
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CHAPTER 25

TEFALESKIYIE] A0SR TdentityServer T3 M7 [l A, 0 WG o5 3 0 o 391 ) 2 LT

[ BT VR A P2 TR 5mx SR (identity 50 APL) FTF AR o S 35 W55 =5 % i e 5 19
FEHWLATES P ssit B A2 s /85

251 AIENE

NTAER PR, SR AR e AR (R I o PRk 2 A AR T AR S B

I 5 DU T 5 2 S B R SRR AR, RV i R AR, &Y Logo, A K& mHI
ZAH REER AR P il SR SRS . Fe iR PRI AY R R % efE” R RE I, X
FELME RN & 0 A% P i PR sl ] 7

—HM PR TR, [F)RE U 4258 ) IdentityServer [F] 55, AR J5 00 a0 20 5 11 [0 B2 AN i A«

25.2 ¥ LT

IdentityServer $§— returnUrl 235 (FI4ER P L Z kR FHCE) %530 550G R 2800 R 2 vl XL
SRR B T A B SC, ATPATE R Z AR % AU B T 2. GetAuthorizationContextAsync APLNF
iR [H]—/~ AuthorizationRequest [JEEH,

ATPAME ] IClientStore Ml IResourceStore ¥ MAHKEUE 2% Fiumel &R HAL A E R .
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25.3 BEBELERi&Es0 IdentityServer

R A% 1 GrantConsentAsync API fi4[a] 2 T I 41 dentityServer [f]Z 125 R (W] ReE 4%
BT I ) o

IdentityServer Y5487 i {7 A R 4550 . BUATS DL, BCRRAEME A cookie, [Akye HFRERFEL 25K I I H]
R AT RF 25 FAZ 3k Ml B o X ARG TR AHEAN T T T 0 EFRmmE" IRem e At (AU &k A
PAERE OEFRIMEER” ) o A0SR Ay BEAE (W) L T AN AN L ) 2 ) AR A, IR AT ASE B
IMessageStore<ConsentResponse> J¥E DI FHyF s,

25.4 )% H PR B 21RE R

— FL[F] & DU TR 45 50 0 IdentityServer , FH gl AT DA 56 1] 18] returnUrl o S50 [7) 75 U TRD 38 A3 ik returnUrl
R BRARCER IEFTHEE N . XA PUEEAE L LR % FIHH IsvalidReturnUrl RSEM. AL, W2R
GetAuthorizationContextAsync IRBIESSLER | IBAEW AT DAAEAE returnUrl 2G50
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CHAPTER 20

&3P API

IdentityServer BRik DL JWT (JSON Web 4-Jift) &= & A1) A .

DA P G SCRFIUE IWT AR, W RATE tAb $R3)—AMREFW IWT FESIR . AT :
« JIF ASP.NET Core [ JWT bearer {43 i iiF b HFL T
* HT Katana ) JWT bearer £} {55531k 1 [1] {4

{471 5T ASP.NET Core (1) API H 2511 JWT bearer B {45 36 F Ab FRAE T 174 71 435

public class Startup
{

public void ConfigureServices (IServiceCollection services)

{

services.AddAuthentication (JwtBearerDefaults.AuthenticationScheme)
.AddJwtBearer (options =>

{
// # W) IdentityServer W % M it

options.Authority = "https://demo.identityserver.io";

/S mREREA B Z APT KR, WAE AR AR

options.Audience = "resourcel";

// BINE W T IdentityServer X W —/ typ #rk, BV H I E

options.TokenValidationParameters.ValidTypes = new[] { "at+jwt" };

(R
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T fige:

RS AE 2 A, & DA id options.TokenvalidationParameters.

ValidateAudience = false; XMHZRKAE. HREFE. BH. IARAMBTHHEZHFE, &0

19 {8

26.1 ISIES| A<

P SN

G, MFFE—A5EE OAuth 2.0 L H 45 W BRI PIARF , Biln ok

services.AddAuthentication ("token™)

.AddOAuth2Introspection ("token", options =>

{

)i

options.Authority = Constants.Authority;

// X BEAHE APT RE & R % 4
options.ClientId = "resourcel";

options.ClientSecret = "secret";

26.2 37§F JWT F05| <R

FET LA ASP.NET Core DAMRHEE AR R IREN IEF AL IIARRT , B XE2ER, WS X W& G,
FEXAEOLT , A — BN BIRE P Al — e a2 8,

services.AddAuthentication ("token")

// JWT A &

.AddJwtBearer ("token", options =>

{

options.Authority = Constants.Authority;

options.Audience = "resourcel";

options.TokenValidationParameters.ValidTypes = new[] { "at+jwt" };

/S RSB A A R, W oAE AR

options.ForwardDefaultSelector = Selector.ForwardReferenceToken ("introspection

(Rt
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b

ZaviES::
.AddOAuth2Introspection ("introspection", options =>

{
options.Authority = Constants.Authority;

options.ClientId = "resourcel";
options.ClientSecret = "secret";

)i

26.2. 7 JWT F05| <M 121
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CHAPTER 2/

#RE

B SOy ss 4% R — M IdentityServer H[AI{FAFRiE ASP.NET Core W HREFF . ¥ ol ieh & KA HIFR
F Y Microsoft 17 S0k (JUHURA K ABCPBras A AR 7175 ) o

27.1 HEIZRH

WH;, BRSO IdentityServer F55E DASK B R Al 4
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i configuration data
_ i operational data

— ASP.MET Core
- data protection keys

o
B

load balancer web farm shared resources

IdentityServer 4~ B2 ORI, AT EMR IS fe K ——(H T AL B2 8] L5l

27.2 EeE IR

o ABIECE, GUAEYIRIRL. SN Ry i E A

AR B 1 77 sCOR T A PR . R AR D R BT, FRATEESU I A7t A A i
DL

TERE SIS HIPAGE (B0 Saas) wh, FATEIS{H K e s C B R 55 R sl S Ak e 22

IdentityServer 2 F5FF48 B A A RADEC B AL E SCH: (S0 BLAb) o XFEdiEE, JATHRMEXT E T Entity Frame-
work Core 14U 22 1 2 HF .

A n] PLE T SE P IResourceStore Ml IClientStore M H I ELEAE -
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27.3 HEAAH

JEENBLE R 7 — SR R YIRRL, A IR E 2 (R, S At

27.4 RIEEiE

XA, IdentityServer T — M EFAMAFHORAFRIRE, X4
o MUK B
o WUAT |2 AR B <
o frtlEE

AT DA P AR e Bt 2R ATt R AR RS, AR RT DARE T AT RRAMEBE (A Redis) Y247 . LI H2F Y EF Core
S SRR

AT PAE T SCH) ITPersistedGrantStore SRELFIN K H OB B & LAFFEHLE ) L F—ERINE LT,
IdentityServer £ A PNAERRAS o

27.5 ASP.NET Core #iB{®}

ASP.NET Core 7~ 5y if5 B3 LB IR RIS, 4 cookie, REETFATHISE . S IHE 730 iX L.
R ATRERIE, ETA ] B Rp AMEAF 2 —, R DA — e AR, BNt s fts

27.6 ASP.NET Core ST &7

FLLCA PEHOIIT ASP.NET Core 734 NG A7 A THEZ ST ARt rh TAE, fREOEMRE. 5k ik 7
JUASIET

PAFHAAKH T IDistributedCache:

e services.AddOidcStateDataFormatterCache () [t ® OpenldConnect A FEFR 7 DURRFIR S S 503
IALBN AR 55 283 IDistributedCache,

* DefaultReplayCache
* DistributedDeviceFlowThrottlingService

* DistributedCacheAuthorizationParametersMessageStore
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CHAPTER 28

IdentityServer {# i ASP.NET Core 24551 H 5058 L E . Microsoft U4 A —MRIFEIN AN E H EiR
MR P R A

FA T K EGEAG Microsoft 1) H g0 5 55 -

* Trace T OOHTIF R LRI B E A (5 B o X 2EH R AT REAL S Uiy b AR P 5cdis , an i, A
PAEAE T R R

o Debug T PN HFURE H: BRARMLH 2l g R R o 6T A R0 18] A5 28 309 ) i Ak
* Information -FREIN IR —MifE. X8 HE&EE LA SR BME.

* Warning M T W AR SR BRSM . SX e T RE G A 2 B0V AT I H ] RE R 2 &
5 R EHARA O -

« Brror T RHEAII RSN . 01 HBRIEK I
+ Critical JITHLHIXMEMEE . 7O BOTHKIL. TR BB

28.1 Serilog BJiRE

FAT N NIEF =K Serilog Fil Serilog.AspNetCore £, jH—id:

public class Program

{
public static int Main(string[] args)

(QA)
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Activity.DefaultIdFormat = ActivityIdFormat.W3C;

Log.Logger = new LoggerConfiguration ()

.MinimumLevel.Debug ()

.MinimumLevel.Override ("Microsoft", LogEventLevel.Warning)

.MinimumLevel.Override ("Microsoft.Hosting.Lifetime", LogEventLevel.
—~Information)

.MinimumLevel.Override ("System", LogEventLevel.Warning)

.MinimumLevel.Override ("Microsoft.AspNetCore.Authentication",
—LogEventLevel.Information)

.Enrich.FromLogContext ()

.WriteTo.Console (outputTemplate: "[{Timestamp:HH:mm:ss} {Level}]
—{SourceContext }{NewLine}{Message:1j}{NewlLine}{Exception}{NewLine}", theme:._
—~AnsiConsoleTheme.Code)

.CreatelLogger () ;

try

Log.Information("Starting host...");
CreateHostBuilder (args) .Build () .Run() ;
return 0O;

}

catch (Exception ex)

{
Log.Fatal (ex, "Host terminated unexpectedly.");
return 1;

}

finally

{
Log.CloseAndFlush () ;

}

public static IHostBuilder CreateHostBuilder (string[] args) =>
Microsoft.Extensions.Hosting.Host.CreateDefaultBuilder (args)
.UseSerilog ()
.ConfigureWebHostDefaults (webBuilder =>
{
webBuilder.UseStartup<Startup> () ;
1)

128 Chapter 28. BE




CHAPTER 29

=

SR H IR EARGUN) “print” #£30——(HF R4 X IdentityServer AL BRI S HIFE. F
RS EE, FRFCE ID, B RIMUE R . TS B XA AT E N1 ST A ik
— B M E R AR -

FEGHEIN ELK, Seq 5 Splunk Z A SFAEAFAHIC G 1R 4T -

29.1 ZHEMHF

BOANT UL T BT IF i F——(HATLAfE ConfigureServices JFik A RECE, Bilan:

services.AddIdentityServer (options =>

{
options.Events.RaiseSuccessEvents = true;
options.Events.RaiseFailureEvents = true;

options.Events.RaiseErrorEvents = true;

)i

BRI, W DI 2R IEventService HHf RaiseAsync Jrik, Bl

public async Task<IActionResult> Login (LoginInputModel model)
{

if (_users.ValidateCredentials (model.Username, model.Password))

{
// kK W H#AH subject ID 1 username W & W iE cookie

(Rt
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var user = _users.FindByUsername (model.Username) ;
await _events.RaiseAsync (new UserLoginSuccessEvent (user.Username, user.
—SubjectId, user.Username));
}
else
{
await _events.RaiseAsync (new UserLoginFailureEvent (model.Username, "invalid.
—credentials"));

}

29.2 HF X sinks

FRATHBRIN S B AR-FF 17 LR 27 51K JSON, A% % 3] ASP.NET Core H ik R4, AR
PR A R, 1596 TEvent Sink 8 A RFHEM ] DI

PATR /RGBT Seq A % H 4

public class SeqEventSink : IEventSink
{

private readonly Logger _log;

public SegEventSink ()
{

_log = new LoggerConfiguration ()
.WriteTo.Seqg("http://localhost:5341")
.CreateLogger () ;

public Task PersistAsync (Event evt)

{
if (evt.EventType == EventTypes.Success ||

evt.EventType == EventTypes.Information)
_log.Information ("{Name} ({Id}), Details: {@details}",
evt.Name,
evt.Id,
evt) ;

else

_log.Error ("{Name} ({Id}), Details: {@details}",

CFItaRED)
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evt .Name,
evt.Id,
evt) ;

return Task.CompletedTask;

Ff serilog. Sinks.Seq WININEN G EHLLAGE LB AU TAE.

29.3 NEEH

IdentityServer H1 5 LT PAF {4

ApiAuthenticationFailureEvent & ApiAuthenticationSuccessEvent FF N4 s Ab h Eh/ 5k
W) APT S ks | % .

ClientAuthenticationSuccessEvent & ClientAuthenticationFailureEvent fF 4 il g & Ak
R R T 5 i B A B B | A o
TokenIssuedSuccessEvent & TokenIssuedFailureEvent N2=ifid >R B4, 15 AR, g

FERFIBZA AR ) /R W5 | %

TokenIntrospectionSuccessEvent & TokenIntrospectionFailureEvent A4 H A
Kok

TokenRevokedSuccessEvent NIRRT KT K.

UserLoginSuccessEvent & UserLoginFailureEvent [H13h/4: i) Frogssei g Al UL 5] % .

UserLogoutSuccessEvent NI EET KT % .

ConsentGrantedEvent & ConsentDeniedEvent FE[6& Ul 15| % .

UnhandledExceptionEvent N RACHHAFI TG %K.

DeviceAuthorizationFailureEvent & DeviceAuthorizationSuccessEvent > i Bh/4k I ) %

TR ARG K

29.3. WEEH 131
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29.4 HE NS

T ABIEE A SRS OF - A 0 BBt 2 e AT T

EFRENFANTEAS Event 28R4, MSEA LT UEE, W activity ID., timestamp 25, #R 5 @EAYIRA 0T
PAAS IS T FF_ B SCRAL B 5 B

public class UserLoginFailureEvent : Event
{
public UserLoginFailureEvent (string username, string error)
: base (EventCategories.Authentication,
"User Login Failure",
EventTypes.Failure,
EventIds.UserLoginFailure,

error)

Username = username;

public string Username { get; set; }

132 Chapter 29. =4




cHAPTER 30

THE . FHMHTTPS

IdentityServer #&E J LN 25 B 52 B LA

30.1 WEFZFNLEIE

IdentityServer Z2 39— N EGTFR B G N He 2544 FNBGAIE TWT ., B EARHR T DAFT 8L 0ETS, ] AT 0 N IR 4G 2%
41, F#F RSA Fl ECDSA %4, S84 54 RS256, RS384, RS512, PS256., PS384, PS512, ES256,
ES384 #11 ES512,

AT AR 22 5450, B M EEOCIR N4 % . IS — A I BN 4
B

B P 3% M APL R HA] DAFRR N A BRI m . R 24 APL SRIE K — 14, W Fa R IR
B E >R I 2 A BRI

B8 A2 SR ERRITAE Y. B B IE SR B N #2383 ISigningCredentialStore il IValidationKeysStore [
SEIRSERL « AN EAE B SRR EL, 0T DASE LI S 1 R E A 13 2 DI

DI M EZR Y BA J LA ) R 1 B A FEHIE S E S AL
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30.2 EZEHRNEM

BRI A BB — M AEA Y], (BERT AR BSOS A 2 R A S0 T SR S BRI
AT 2, PRSI SR A e A AR

1. BRI B AR
BT MAEIRY SRR 2 Ah, BOR T ARSI . W LA AddValidationKey AR
JEOTIRIEAT AR A .

3. A% A APT BAERCA HLAAE N UCH B A SO A B AN 1 B i 4

4. Zd—Emta) (BIan 24 /hmE) S5, BrA % il APT BIAERS Y 1% [ i 52 1H B RV Y 25 S A R

5. IHEVESIRPRHEAR R Z JGRIRE 2 A, BVFEH & Z IR K&

6. IR FEA T I KAk

7. B SRAT APLREE R UCE 3 A SO AR LR AR <R8I
X ERE AL APT A A B3O, Hab B IRHT H I B DI RE
Brock 5 | —f K TP R IR {5 SCs, QU T Bl dLE, AL E ShAR BT A X LA

[\

30.3 HiEfxir

ASP.NET Core H'{/) Cookie BT (8 MVC H1[#) anti-forgery) fii [ ASP.NET Core ${#if53rIhfE . RIS
HFE 4, X REFREFIMNIRCE . B X L(EE, S [ Microsoft S .

30.4 HTTPS

ARG HTTPS, (HXFFA4: 77318, 5 IdentityServer f{)45 A2 AR i ik il P o
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CHAPTER 31

AR

OpenID Connect Fll OAuth 2.0 FLIEE L T Frig Ay AR (Gl # whk i
B AR5 4 AR 55 S

s Client MU P AllowedGrant Types JEPEHG R i il A I LL AR AL, X AAVFBIE
28R i BT SRV PSSR L

% AT DARC R (8 2 PR (00, T LA ok wh O 8 A SR U AR A0 A 556 210 95 2
R ) . Grant Types JEAT I T MMZL I B2 & p b A T e %

s PPSAR ) . FBCRAR

Client.AllowedGrantTypes = GrantTypes.CodeAndClientCredentials;

BB T AT Bl 98 E SRAN RIS

Client.AllowedGrantTypes =

{
GrantType.Code,
GrantType.ClientCredentials,
"my_custom_grant_type"

bi

I dentityServer SCRFFTAPRIERAZEA, (EXFFH LI AR, Bk LG C b i pikh.
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31.1 HRENB[ERE

R f A BRI (R 22 . IR A ACRR Pl SR, e A

FEXPEI R, B client credentials FANEAY )4 il m &K S TG 5K o 2 7 bty i 5 O 20 fF FH O
& P ID FNEE 02 i P T S B IE

AR ERIRG], SR E P & TR REAT,

31.2 XEXE iR

RO IR i 5268 BTSSR Web IV AR . SPA SRR/ AR -

TR WEREA DI BRI, TEHEEB 2.

FEMIERE P, i1 T authorization code ifiif. AR EL S M ELERAE

o WANEAR T AE AR, A SH CHER S AR, BAnE SR A L R PR
P S B A R A A -

o —ANEERIEA TR, HopB TR 1 AR SR IR . AU R i R ST BRI
WA RA AT Z 4w

o BAEAE (BT A LRV AFER YRS ) i 30 YE s SR i e

o BRUH R AR —K

o HETE (W THUER Fim—— RGN ) & FomBEgiC A, BARD A s 2
XTSRRI — NI AU R G . XFe, AR R AR -
OpenID Connect 2 Fi

BRI code id_token NIRRT SR i) Wi SIS IIARANA) B iR o B MR E B4 H52 B OR3P AR I
Brffeo MAh, Bl c_hash A EBMBAE. XAV TRGHIRT TIEFRAE (L5505
2N EER)

T A, HA DA RS

* id_token i HINHAGEG N, WHESMEEHING (DALG) Kk

« PrA g (BIAThne) A2 bR P sit. X BRI LB
RFC 7636 - Proof Key for Code Exchange (PKCE)

RSB ARSI T A TR TR (W FIEE LA mTEANGEE) . e, %7 oI A2 5 B ik
e B — AL AT R I O] SHA256 X H I TG 4 o

XA TR A, R ] AU B e A HEE AR R P, B DA %
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SRAWARMLL, & sk SR
B T A L P i A TS Y )
RS PN SELTIVAREES

gk

A2 Il B T A AR . R TR IR AR R, A IR A AR PKCE. Qi PKCE WA,
TR A iR [V ) B BRI F Y

PKCE L2 2%t 54 B FIFEF 1 SPAs [ #ifF—Fifi% ASP.NET Core 3 ) % i, OpenID Connect 4b P75
JPERIA S FE

PATR 2 ey i < X P

var client = new Client

{
ClientId = "...",

L

/) AMEE P RRRE PR E
ClientSecret = { ... },

/) R KA FEE P R R

RequireClientSecret = false,

AllowedGrantTypes = GrantTypes.Code,

RequirePkce = true

bi

31.3 EFEMNERIMANEZZRUZEXNE R
WCERUATIAE REC 8628 iy AU

BERRERE P B SR e R R AU g SR Be g (BIAEREFHL) . Bl th BOA FIE Mg (AL, kil
=) FHATRAGE R Sy F1 APL BEIR B (-

314 BHE M=

PRV AT SR Y i 5 . A REZHAER, SR .
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CHAPTER 32

E RimiAIE

TSRS, % P 0 TdentityServer JEAT BHURIRIE, 40
o WUBRE ALY (SUA%F1i) TE4 R AR 4 i
o TENAE B AIES % SRRl AP

St ST LAY EBIS RS IR R S APT B

B RN AIRAE 2 B RS e P i — AN R A, JFARETH, & S A % DA S i B AR B 0 6 b Sk 1
POST IFE & 3L 2%

321 QIBEEEHN

PATM AR B B A 3L -

var secret = new Secret ("secret".Sha256());

XANEEIAE T DAL 4E & P 3% el ApiResource, Notice that both do not only support a single secret, but mul-

tiple. This is useful for secret rollover and rotation:

var client = new Client

{
ClientId = "client",

ClientSecrets = new List<Secret> { secret },

(T IUakss)
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(22 30
AllowedGrantTypes = GrantTypes.ClientCredentials,
AllowedScopes =
{
"apil", "api2"

bi

AL b, I DU ECR R AR H . SR T H A0S, DA ST A IR 2030 H
:

var secret = new Secret (
"secret".Sha256 (),
"2016 secret",
new DateTime (2016, 12, 31));

32.2 ERAFEEREITHRIIE

BT ARE % i ID/BAHA A AR POST IE U —3 40 A3k

POST /connect/token

client_id=clientls

client_secret=secrets&

- BB A EEARAYIAIE K

POST /connect/token

Authorization: Basic xXxXxXxX

BETAR I PATE C# AU T sh Q8 AR B i sk

var credentials = string.Format ("{0}:{1}", clientId, clientSecret);

var headerValue = Convert.ToBase64String(Encoding.UTF8.GetBytes (credentials));

var client = new HttpClient();
client.DefaultRequestHeaders.Authorization = new AuthenticationHeaderValue ("Basic", .

—headerValue) ;
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IdentityModel A5 44/ TokenClient il IntrospectionClient BYAHENIZE, BATEE T B4 ML
TR

32.3 fE FAEMIREARITR 3 I4E

There are other techniques to authenticate clients, e.g. based on public/private key cryptography. IdentityServer includes

support for private key JWT client secrets (see REC 7523 and here).
Secret extensibility typically consists of three things:
* asecret definition
* asecret parser that knows how to extract the secret from the incoming request
* asecret validator that knows how to validate the parsed secret based on the definition

Secret parsers and validators are implementations of the TSecretParser and ISecretValidator interfaces. To

make them available to IdentityServer, you need to register them with the DI container, e.g.:

builder.AddSecretParser<JwtBearerClientAssertionSecretParser> ()

builder.AddSecretValidator<PrivateKeyJwtSecretValidator> ()

Our default private key JWT secret validator expects the full (leaf) certificate as base64 on the secret definition or an
ESA/EC JSON web key:

var client = new Client
{
ClientId = "client.jwt",
ClientSecrets =
{
new Secret
{
Type = IdentityServerConstants.SecretTypes.X509CertificateBase6d,
Value =
—"MIIDATCCAe2gAWIBAgIQoHUYAqukI9rBJIcq8W+FOFAZAJBgUrDgMCHQUAMBIXEDAOBgNVBAMTBOR1dA1 Jvb3QwH
—IdOQxbavmuPbhY7jX0IORu/
—GQiHImhgWt 8F4G7KGLhXLC1j7rXdDmxXRyVJIBZBTEaSYukuX7zGeUXscdpgODLQVay /
—0hUGz54aDZPAhtBHaYbog+yH10sCXgV1Mxt zx3dGelA6pPwiAmXwExjJ1HGsS/hdbt+vgXhdlzud3zSfyI/
—TJAnFeKxsmbJUygMfoBl1zFKG4MOvgHhBjekp+r8gYNGknMYu9JDFriueOwylaw9UwG8ZXAkYmYbn2wN/
—CpJ13gJdgx42/9g87ulvtVAmz5L+rZ2QT1S1ibv54ScR21cRpGQiQav/

thcNMTAWMT ITwM-

—LAgMBAAGjXDBaMBMGA1UdJQOMMAOGCCsGAQUFBWMCMEMGALUJAQQS8MDgAENIWANPXS5DZ3bX3WvoDfy 0GhFDASNRAWDgYDVQQDE:!

—64g+Dk3z3Kt 7Twt+grHqubnYhsn7xQFAQUf3y2KcInRAIEkOjrLM4vgIlzYdXsoC6YO+9Qn1kNgecN36Y8IpSVSTd4
—WNMFOL+Y zMXGt /nDHL/gRKsuXBOarIb++43DV3YnxGTx2211hOnPpuZ9/gnNY7KLjODaiEciKhaKqgt /
—b57TmTEZz4JTF4kIg6BP03MUfDXeVIMIQf1JB43G20019n51U0iqTpmQkcfLfyci2uBZ28BkOhXr3Vk9HTIk/
< xBXQ="

}

6gRKVGXiAhu4:

(Rt
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[CAWY)
new Secret
{
Type = IdentityServerConstants.SecretTypes.JsonWebKey,
Value = "{'e':'AQAB', 'kid':'ZzAjSnraU3bkWGnnAgLapYGpTyNfLbjbzgAPbLW2GEA",

—'kty':'"RSA', 'n': "wWwQFtSzeRjjerpEMSRmMgz_
—DsNazZ9S1Bw6UbZkDLowuuTCjBWUax0vBMMxdy6XJEEK40g91KMvx9Jz JmeJf1knogSNrox3Ka0rnxXpNAz6sATvme 8pImTXypO«
—SINFSQWvpXvBeC4GAIx7QaSwidzrUkrc6XyaAiFnLhQEWKJICwUw4ANOgqIuYvYp_IXhw—5Ti_icD1ZS—
—282PcccnBeOcX7vec2lpozibIdmZIJKgXNsL1Ibx5Nkx1F1jLnekJAmdaACDjYRLL_
—6n3W4wUpl9UvzBl11GtXcJKLLkgB6YD1ZNul60SiSprfmrRXvY¥mvD8m6FnlbSaetgKw' } "
}
by

AllowedGrantTypes = GrantTypes.ClientCredentials,
AllowedScopes = { "apil", "api2" }

bi
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CHAPTER 33

i RARAL

OAuth 2.0 5 X7 A Jitig S AR EREACE AL, il password, authorization_code fll refresh_token,
P RIAGE — PR I AR E SRR AT 56 (ARG . ZUREE H o SCFREHE) ISR .

T PAE AT SCH IExtensionGrantValidator # SRR HALFA ISR 1Y 52 H5:

public interface IExtensionGrantValidator

{
i
/17
/77
s

<summary>

W EXTNEF K

</summary>

<param name="request">Iif F T X . </param>

Task ValidateAsync (ExtensionGrantValidationContext context);

4
/77
i
/1S
/77
i

<summary>

R B U T LA AL B R X
</summary>

<value>

e

</value>

string GrantType { get; }

ExtensionGrantValidationContext Xt&fHi&snl DA :

o AENR R R ARBT R BAEAE,  PASAEAT B € E Gl Raw 5E7)

. 4R
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. [ LS R
TP A, LR IE) DI

builder.AddExtensionGrantValidator<MyExtensionsGrantValidator>();

33.1 RBl: ERYT RIRVNBERER

TRV Sl i il A A (BIAnR AR ) RIS R 1 )2 APL, XA a2
API(APL 1) BifEAR B SN R S i AP (APT 2):

request
dedegation token

APl 1

W

- “elbart_id"- “front_end” “client_id": "apil”
"sub™: 123" “eub®: 123"

"soope”: | "apil® | “wrape’: | "api2™ ]

1 I

o UL

i

Hrinve, HiEJZE APL(APL D) FR8— & M P B Dy, (HAA S APT(API2) HYTEH .

&%:ﬁﬂ%%%ﬁ?k%%%#ﬂ,ﬂ¢%ﬁm RV ORI RS, A28, O
01 AP12 BAELS AR AL S R I — S
AT EHEMA], MWﬂm%thﬁAmlﬁgio

LY R
S 1 R AR E] APLL, BAEIX A HFE 24 IdentityServer |5 API2 R4 Ak .
TERIZE b, A4 R 55 A8 AT BE AR B

POST /connect/token

grant_type=delegationég

scope=api2é&

CFoiaks:)
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token=...¢&
client_id=apil.client

client_secret=secret

P RESAR UL ) TA Rl B b e AR SR AL BRI R IR CEH @ B AR

public class DelegationGrantValidator : IExtensionGrantValidator
{

private readonly ITokenValidator _validator;

public DelegationGrantValidator (ITokenValidator validator)
{

_validator = validator;

public string GrantType => "delegation";

public async Task ValidateAsync (ExtensionGrantValidationContext context)
{

var userToken = context.Request.Raw.Get ("token");

if (string.IsNullOrEmpty (userToken))
{
context.Result = new GrantValidationResult (TokenRequestErrors.
—InvalidGrant) ;

return;

var result = await _validator.ValidateAccessTokenAsync (userToken) ;
if (result.IsError)
{
context.Result = new GrantValidationResult (TokenRequestErrors.
—InvalidGrant) ;

return;

/7 RBA P &R

var sub = result.Claims.FirstOrDefault (c => c.Type == "sub") .Value;

context.Result = new GrantValidationResult (sub, GrantType);

return;
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AETEIL A DI RS -
EMEFCE i
15 B IdentityServer HHEA TR FUmidF,  PASSVRSR il BUHT 9 REAAN, B A:

var client = new Client

{
ClientId = "apil.client",

ClientSecrets = new List<Secret>

{

new Secret ("secret".Sha256())

He

AllowedGrantTypes = { "delegation" },

AllowedScopes = new List<string>

{
napizn

LS T
16 APL Lt GBUAERTLAF DM HTTP §08%, SCffR IdenrityModel H R Fé:

public async Task<TokenResponse> DelegateAsync (string userToken)

{
var client = _httpClientFactory.CreateClient () ;

/) B
// var client = new HttpClient();

/AR R KRR/, REEE
return await client.RequestTokenAsync (new TokenRequest

{

Address = disco.TokenEndpoint,

GrantType = "delegation",
ClientId = "apil.client",
ClientSecret = "secret",
Parameters =

{

{ "Scope", llapiZH }’

{ "token", userToken}

CFItakED)
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TokenResponse.AccessToken IR S Z L)
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CHAPTER 34

HIRATAEZREIE

WA AE A OAuth 2.0 T A H WM ITH R T (X H4 password) ;WU BB

IResourceOwnerPasswordvValidator #::

public interface IResourceOwnerPasswordValidator
{

/// <summary>

/77 B Al FOR BT A & B TR

/// </summary>

/// <param name="context">_Ft T X ., </param>

Task ValidateAsync (ResourceOwnerPasswordValidationContext context);

1 LT, B EINE AWMU PUSEL, W UserName il Password, WIRAAHER Hibk ARdE, &
SRENFIRTK

IR ARE T A S B A S AR A B E R SCH L Result s 1§21/ GrantValidationResult SCRS .
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CHAPTER 35

R #7 < 2

HI -7 )RR A i AT B B R SRV P S LR 0 T 3 SR B 17517

PATR F SRR AU IR A ISR T & A UL - % 7 oA 20l 3 ff AllowOf flineAccess
BCEN true , WIBRERGERBIH Q.

351 HihEFimizE

AbsoluteRefreshTokenLifetime RlHi MUK A FH (PARPREAAL) . BRIAK 2592000 #2730 K.
0 ARFRIFAH, 245 RefreshTokenExpiration = Sliding —ig2f#fimt, {V{E%4 T SlidingRe-
freshTokenLifetime Jid .

SlidingRefreshTokenLifetime K& shAm Al (DARSAEANL) . BRIAH 1296000 #5 / 15
RefreshTokenUsage ReUse il 4 HJ kil 7 2 MR FF PR 45 A S
OneTimeOnly kill 4 58 Rl 8 2 R g
RefreshTokenExpiration Absolute il mRHAE B E a5 (H AbsoluteRefreshTokenLifetime 45 & )
. XEEIARE .
Sliding Wl HTA R, KBTS R A G E R8T (4% SlidingRefreshTokenLifetime H¥§ i 4R ) . 4=
AR &8 1d AbsoluteRefreshTokenLifetime

UpdateAccessTokenClaimsOnRefresh FRIENINE —ME, ZEIE R B E AR B2 h1 =K i 5 B
A (M H AR ) .
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g AR (AR PRSI P ) NAZR AR . #f RefreshTokenUsage WE
>H OneTimeOnly.,

35.2 FEKRIFNhE

0] DA I ] scope ZEUTRIIN—44 4 of £1line_access KL RAGRKIH 2 HL .

35.3 & FRIFT BR8] < e

TOPIBUBT TR, TRFIRDE R A B Ao al o ERF AL — AT IR L, P el S — A B 15
QR ICIEI A, H AT 2 E— BRI i, BT i E (L E30).

POST /connect/token

client_id=client&
client_secret=secreté&
grant_type=refresh_tokené&
refresh_token=hdh922

(MR T 2R B BT AR A T AT AR i T 32

TEfig: AT DA TdentityModel 2 Pk A2 CNET (U DAZR AR 7 K5l i ai. A XBELZEL, HEE
IdentityModel Y.

TR B SR TE R, 5 W 23R [B] invalid_grant £fi%. ERIATEHLT, refresh_token HAEMTAH—k. HLC
{47 B 1) refresh_token J-5:3} invalid_grant %1% .

35.4 BEMRIFMEITH

I T2 AL PHERYE DefaultRefreshTokenService' * (X & ° IRefreshTokenService B
BRASEI) et

public interface IRefreshTokenService

{

/// <summary>

(Rt
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/// B il Rl E A M
/// </summary>
Task<TokenValidationResult> ValidateRefreshTokenAsync (string token, Client.

—client);

/// <summary>

/77 BLE R AR

/// </summary>

Task<string> CreateRefreshTokenAsync (ClaimsPrincipal subject, Token accessToken, .

—~Client client);

/// <summary>
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/// </summary>

Task<string> UpdateRefreshTokenAsync (string handle, RefreshToken refreshToken, .
—Client client);

}
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CHAPTER 36
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IdentityServer
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receive claims

a717d415-76b%-4bad

't

REATDABE AR B BT s ) 2 iR S 20L:

155



IdentityServer4 Documentation, %4 %5 1.0.0

client.AccessTokenType = AccessTokenType.Reference;

IdentityServer $2{}t 7" OAuth 2.0 HAAMIERYSEIL, B fuir APLBUNTI . SR AR FA T L Ry H 44k
PEREFT SO AT LABSIE TW'T FI5 | 4 Tdentity Server S {yd i Ab PEAE T o

A8 o s 7 S S BRIE - i A iR A P2 — > APL T DAHE ApiResource LA HH:

var api = new ApiResource ("apil")
{

ApiSecrets = { new Secret ("secret".Sha256()) }
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https://github.com/IdentityModel/IdentityModel.AspNetCore.OAuth2Introspection
https://github.com/IdentityModel/IdentityModel.AspNetCore.OAuth2Introspection
https://github.com/IdentityServer/IdentityServer4.AccessTokenValid